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l. Getting Started

This chapter explains how to download and start RWC5020x application program.

1.1 Download and Installation
1.2 Starting the Application
1.3 Opening the Manual

1.4 Checking Upgrade

1.5 Checking License

1.6 GUI Structure
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1.1 Download and Installation

RWC5020x application program is provided through email or download link and the downloaded file can be

unzipped into users’ directory. The following figures show an example.

R RedwoodComm x  +
& C ® F2 2% | redwoodcomm.com, # = B H "N s & G =
Enter your keyword Q
N2
. ﬂe dw oo dcomn Products Support Download Company

Download PC Software

Al

RWC5020x SW_V1.216 20200311
DataSheet

@ Hits:132 B Date:202003.15

Manual gy File: RWC5020% SW_V1.216_20200311.7ip

PCSoftware >
—— RWC5020A/B PC Software Release V1.216 Mar 11 2020
Firmware
[Caution]
Application 1. PC Application will be run only if the SW and FW version is matched(1.216)

2. This detects RWCS020A and B automatically

[Bugs fixed]
1. Fixed missing test parameter in GWT sensitivity test.
2. Fixed incorrect data application after stopping during test.

Fig 1.1 Downloading Zip file from the RedwoodComm website

Unzip the zip file and install the executable file as the install wizard guides.

You can install it in other directories as you like as well.

i RWC5020x s RWC
Welcome to the RWCE020% Setup \‘E Select Installation Folder =g
. e [I woo dComm

It guides you through the steps necessary to install W C5020x on your computer. The installer will install R4/ C5020x ta the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browss",

Folder
CiProgram Files (<8EXRRWCHWRWCE020:W Brovwse...
Disk Cost...
WARNING: This computer program is protected by copuright lavws and international treaties. Install RWC5020x for yourself, or for anyone who uses this computer:
Unautherized repraduction or distribution of this program, in whale or in par, is stictly regulated by
civil and criminal law, and is grounds for prosecution
(O Everyone
(®) Just me

Fig 1.2 Installation wizard

After installation, you can see directories and files as follows (Fig 1.3)
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Note:

W RW(C
W RWC 5020
W DERO
DEMO_W1220
Manual

Fig 1.3 Installed directory structure

In directory RWC5020x /

Executable file RWC5020x_App.exe

DIl files

DEMO directory

Manual directory
In directory DEMO /

An example demo project data: DEMO_VxxxO0.prj and the same named directory
In directory DEMO_V1220/

Example DUTs : dut_name.ini and the same named directories
In directory manual

App_release_note.pdf

Fw_release_note.pdf

Application_manul.pdf

FW_manul.pdf

PC’s OS

1. Windows is supported, but Linux and 10S are not supported.

2. Users are recommended to use windows7 or later version as OS.

3. If you want to avoid the authorization problem with your OS system, please install this application
on non-system disk, such as 'D drive'.

Language setup

1. Users are strongly recommended to use *’ than * for floating expression.
2. Users are strongly recommended to use */ than *’ for decimal expression.
3. Users are strongly recommended to use English over other languages.
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1.2 Starting the Application

When you execute the application ‘RWC5020x_App.exe’, it will start as shown in Fig 1.4.

PRE-CERTIFICATION

REPORT PATH
FILE NAME

= m = 5 == =
|LoRa CERTIFICATION ‘ ‘”ﬂ PERFORMANCE ‘ | —4, LUINKANALYZER ‘ | FUNCTIONS ‘ @ REATE REPORT | ||y 2*, OPEN REPORT

TIME  Elapsed  Estimated

EU CERTIFICATION TEST RESULT

EUS68 Selected:D SKIP
1 |JLoRa Alliance Conformance Test (EU) s
[J1 Activation and Deactivation Pre and Post test 4. Certification Application (Test Mode) Functionality
[J1.1 Certification Application Activation 4.1 Default Setting Test
-[J1.2 certification Application Deactivation
]2 Over the Air Activatin [ cERTIITEM_EU_04_1a_Channel_Plan_and_Usage
2.1 pre-Join Behaviour
[d2.2 Jein Accept with DLSettings [ TEST PURPOSE ]
[J2.3 Join Accept with Delay Settings on RX2 window . certification application (Test mode) Functionality
[]2.4 Join Accept with CFList : CERTI_ITEM_EU_84_la_Channel_Plan_and_Usage
-[2.5 DevNonce Verification for Join Request H‘E’ir A‘?“E\;E:‘GE""E] 2021-02-13 11:23:47 PM {UTC-8H)
3 Activation by Personalization ars
3.1 Activation by Personalization
[Ja certification Application Functionality catse
[J4.1 Default Setting Test
i [J4.1.a Channel Plan and Usage e
= ]4.1.b Cryptograph cnt=e
i -[J4.1b. AES Encryption
[J4.1.b.ii Message Intsgrity Code
; [J4.1.c pownlink Error Rate [TEST RESULT)
i [J4.1.d Receive Window Timing
5 []4.1.e Frame Sequence Number . niEaniFT e
— R < >
Test Parameters  [4 Certification Application Functionality] parHLOss | 0.0 [=]| perauir seale [] 1o+
v Add raw data
[ — 4.1.c-DownLink Error Rate CLEAR MSG
Test ADR TARGET PER i SPY MESSAGE
Test Opt DR POWER -300[2 o
PACKET NUM 8012 [TEST TIME] Begin

v SPY MSG (Max. 300 Lines) e g

== 5 RWC2020A : NOT CONNECTED

Fig 1.4 Initial screen of the application

You can see the SW version and model name. When connected with the equipment, you can see the correct

equipment type.

HE| RedwoodComm : LoRaWAN Autotest( Version : 1309 RWC50208)

Fig 1.5 The title message of RWC5020 application

To connect the application to RWC5020x, click on EEEERCCEREES ot _Connected B - icon. This will
bring up the pop-up window.

IF ADDRESS
CONNECT 192 | 168 0 100

Fig 1.6 RWC5020x CONTROL PORT WINDOW
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If there is no RWC5020x connected to exact IP, an alert message window will be pop up as shown in Fig 1.7

Cannot connect with RWCS0204
[Check Point!]

1) Disable WIFI
2) Disable Wirual Machine Metwaork

Fig 1.7 Pop-up Message for no connection alert

For safe connection, users are recommended to connect their PC to RWC 5020x via wired LAN.

If there is an RWC5020x connected to correct IP, you can see ID string that includes name, FW version, and serial.

Fig 1.8 ID string of RWC5020x

1.3 Opening the Manual

Clicking [Manual] will show the operation manual of this application

Manual r RWC5020x Application Program Manual

Upgrade Notice | RWCS5020x Tester User Manual
Licenses PC APP Release Note

Firmware Release Note

About Application
Website

Fig 1.9 Opening the manual

1.4 Checking Upgrade

You can check the latest version of this application program using [Upgrade Notice] menu.

= VERSION INFORMATION [

Manual

| Upgrade Mofice |

RWC5020x Application
Licenses Your Version = V1.216
Latest Version = V1.220
About Application
OPEM SITE

Home Page
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Fig 1.10 Upgrade Notice menu and information window

Clicking on [OPEN SITE] button will open up the download webpage of RedwoodComm.

R RedwoodComm x +
& G © F° 2% | redwoodcomm.com Q % "5 My & 6 =
Enter your keyword Q
N a
. ﬂea W 00 deomm Products Support Download Company
Download All
All
Selectadocumenttype 7| Selecta category v E
Data Sheet
Manual No  Decument type Solution Category Subject Hits Date
PC Software 103 Application LoRa Test Solutions Introduction to RWC5020x LoRaWAN Tester (Ver 1.22) 0 2020-04-21
Firmware 102 DataShest  LoRaTestSolutions LoRa/LoRSWARN Test Solution Brochure - RWCS020M/B & 112 2020-04-21
Application 101 Firmware LoRa Test Solutions RWCS020A/B FW V1216 20200311 109 20200315
100  PCSoftware  LoRaTestSolutions RWCS020x SW_V1.216_20200311 130 20200315
93 Manual Digital Radio Test Solutions  RW(C20108_User Manual Ver 162 ENG 172 20200214
o8 Firmware Digital Radio Test Solutions  RWC20108 Firmware V1623 20200211 165 20200212
.y i =¥ L Do It Ana L 40 L} hd

Fig 1.11 Download page of RedwoodComm webpage

1.5 Checking License

After connecting with RWC5020x, users can see the licenses of RWC5020x by clicking on Licenses menu.

Manual
Upgrade Nofice

Licenses » Serial Number : RWC50201760007
DefaultUtil(free):ON
Performance(GW|ED):ON
FUNCTIONS OPT(ED):ON
FUNCTIONS OPT(GW):ON
FUNCTIONS OPT(NS):ON
Certification(EU):ON
Certification(US):ON
Certification(AS):ON
Certification(KR):ON
Certification(SKT):ON
Certification(IN):ON

About Application
Home Page

Fig 1.12 Licenses of RWC5020x
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1.6 GUI Structure

RWC5020x application program consists of three classified functional windows: Project menu windows, Test

functions windows, and Report functions windows. In the following figure, the functions in the blue-colored box are

project menu windows, and the windows in the red-colored box are test related ones, and the windows in the

green-colored box are report related ones. The next chapters will include the detail explanation about each window

respectively.

LFE
PROJECT

SETUP

UTILITY  ABOUT

PERFORMANCE - PER & TxPow : 1.0.4

REPORT PATH
FILE NAME

\EDT_PERF_EUB6E

192.168.8.68:Not Connected

[& [creaTE RePORT | | "L OPEN REPORT

Total
Curr-ltem

|l Perrormance | I b IEAC CONFIG ré1 [ Ri2 SENSITIVITY TEST
PER & POWER SENSITIVITY AND TX POWER - TABLE TEST CONDITIONS DEFAULT ‘ R o vond | [1om
Re O
LBT D EERUSINGRATWINDG TEST PARAMETERS (RK1) | sameasrx2
[] PER USING RX2 WINDOW
NON-REGRESS [[] ™ POWER TEST [J10 |- [SART|+|  STOP |- |CRITERIA +
-1330/%
TEST ITEM
DR WITH RX1 WINDOW =
- EnocsoNEs oo
DR@_SF12BW125
[] oR1_SF11eW12s =
[] pr2_sF1eew12s = “
DR3_SF9BW125
B : PERFORMANCE TEST RESULT
[] ors_SF7EwW125 =
[] pre_sF7Emz5@ =
[ or7_rskse [ PER USING RX1 WINDOW : DRO_SF12BW125
ST R T STEP  #POW  #PKT  PATHLOSS
[] oRe_sFizBwizs = i = e
[] DR1_SF118w125 TARGET PER | 0.10012 DTSR
[] prR2_sF1emmwizs 76543 [PROTOCOL CONFIGURATION]
[] oRa_sFseu1as JEEGEIRIR DUT TYPE END DEVICE
O ohe <ramias Scenagio CEETIEGHG DEVICE EUI See the JOIN_REQ MSG below v
L i - beatem L oo =
DRS_SF78W125 PAYLOAD SIZE 16 =
[] bre_sF7ewzse SCALE | | 1.0 |+
DR7_Fskse OPTION CLEAR MSG
Test funfétibhs windows SPY MESSAGE Report functions windows
SHOW LINK MESSAGE DURING TESTING e | sae
- TEST TIME] Begin :
View SPY MSG (Max. 300 Lines) L e
=3 Rwcz020A : NOT cowwgﬂgg! DUT PORT | W Control DUT while tast RxcanLow |

END DEVICE / EU_2

Fig 1.13 Function window classification

This application consists of 4 classified functions such as LoRaWAN pre-certification test, performance test, Link

analyzer, and functionalities (Fig 1.14).

128\ CERTIFICATION

LINK ANALYZER

g8 PERFORMANCE =

FUMCTIONS

Fig 1.14 Main menu buttons

10



F?

ﬂEﬂ wo 0dcomm

1.6.1 Test function windows

You can select one of the test function windows using main menu buttons (Fig 1.15).

CERTIFICATION

EU868

Selected:0

ED LoRa Alliance Conformance Test (EU)
=1 []1 Activation and Deactivation Pre and Past test
[J1.1 certification Application Activation
[J1.2 Certification Application Deactivation
[[12 Over the Air Activ
2.1 Pre-Join Behaviour
J[J2.2 Join Accept with DLSettings
2.3 Join Accept with Delay Settings on RX2 window
[J2.4 Join Accept with CFList
[J2.5 DevNonce Verification for Join Request
11 [03 Activation by Personalization
i [J3.1 Activation by Personalization
=1 []4 Certification Application Functionality
J[Ja.1 Default Setting Test
[J4.1.3 Channel Plan and Usage
=+[J4.1.b Cryptograph
[J4.1.b.i AES Encryption
. 1.bii Message Integrity Code
~.[J4.1.c Downlink Error Rate
{.[J4a.1.d Receive Window Timing
£1[J4.1.¢ Frame Sequence Number
= .

in

Test Parameters  [4 Certification Application Functionality]
Add raw data

D — 4.1 c-Downlink Error Rate

Test ADR TARGET PER 0052
TestOpt DR POWER 30.0/%!
PACKET NUM 60f2]

(s [00

a. Pre-Certification Test Window

LBT

NON-REGRESS

PERFORMANCE

TEST CONDITIONS DEFAULT

SENSITIVITY AND TX POWER - TABLE

[] PER USING RX1 WINDOW
[] PER USING RX2 WINDOW
[ % POWER & FREQ TEST

TEST PARAMETERS  (RX1)
[0 [ |start[+] stop |- |cRmERIA[+]

TESTITEM

DR WITH RX1 WINDOW

[] pRe_sF12Bw125
[ or1_sF11eu125
[ or2_sFiemu12s
[ or3_sFoBu12s
[ oRa_sFaBu12s
[ oRs_sF7euizs
[ oRe_sF7Buz58
[] pR7_Fskse

DR WITH RX2 WINDOW

STEP #POW #PKT  PATHLOSS

[ ore_sF12ew1zs

[ or1_sF1iBw12s TARGET PER

[ orz_sF1esw1zs 76543210

[ ora_srsmias ARGETEHIMASK

[] OR4_SFBEWLIS SCENARIO CERTI_DLCNT

E CRS_BrTEL2s PRYLOAD SIZE 1
CRE_SF7BN258

[] cr7_Fskse OPTION

SHOW GRAPH
SHOW LINK MESSAGE DURING TESTING

b. Performance Test Window

PAYLOAD EDITOR
SEND
MAC COMMAND (PAYLOAD) ] USER DEFINED
LinkADRReq Parameters
[ sev |uMK,ADnJEu v| DR ‘DR{SFEBW]E o] mrow | =] ne_trans | 02
MASK_CTRL 0 CH_MASK Ox 75
DUTY_CYCLE Parameters
[ ser |puTy_cYCLE - MAX_DUTY_CYCLE o]
NEW_CHANNEL parameters
] SET |MEW_CHANNEL - NEW_CH_MODE MEW_CH_DR ofs] ~ [ 7E
NEW_CH_INDEX FREQUENCY : 867.1000
crirTepimror [ > KT ES o A aoo | oer fow o] jjsave || | odo W +
- | [ & demo_MaC_script_Proc_1 ~
| |- unconrzrmeD | PAYLOAD| 58
| -~DEVICE_STATUS : Result @6 FE 23 Battery=254, SNR=-29
SLEEP 18
- demo_MAC_Script_Proc_3
UNCONF IRMED | PAYLOAD | 68
3 RX_TIMING_SETUP : Result es nuLL
L sLEEP 1
(= demo_MAC_Seript_Proc_2
NCONF IRMED | PAYLOAD] 60
DEVICE_STATUS @ Result @6 FE 21 Battery=254, SHR=-31
Ll BY PARAM SETIP - ~ =1, (=1 b

FUNCTIONS

FUOTATEST

RUN DEFAU
RF P
X POW 1300
FREQ 1500.000000
PATH LOSS 0o &= a8
TR GAIN 1P RS E |low
MODULATION PARAMETERS
MODULATION LORA v
HNETWORK PUBLIC -
sF sF7 -
BW 125 -
R a5 -
TX POLARITY NORMAL -
RX POLARITY NORMAL -
PACKET PARAMETERS
PREAMBLE SIZE 3 = Bye
PACKET INTERVAL 005 H sec
REPEAT NUM 50 =
PAYLOAD SIZE 16 B ewe
PAYLOAD 32
ox 000000D0D00000D0D00D0D00000000L
CRITERIA
POW CRITERIA UPPER dBm -

c. Link Analyzer Window

d. Functionality Test Window

Fig 1.15 Test function window

1.6.2 Report function windows

The report function windows have different functions from the test functions. If you click on one of the main

menu buttons, test function window will appear on the left side and report function window will appear on the

right side. (Fig 1.16).

11
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= -
[g REATE REPORT | ||y =, OPENREPORT

TIME
=

Elapsed  Estimated

LORA CERTIFICATION TEST SUMMARY (EU V1.6)

—
[g REATE REPORT | [

OPEN REPORT

TIME

Elapsed

SENSITIVITY TEST

[] view SPY MSG (Max. 300 Lines) |- |10+ CLEAR MSG

View SPY MSG {Max. 300 Lines)

TTEMS. VERDICT SUB VERDICT
1 Activation and Deactivation Pre and Post test PASS
1.1 Certification Application Activation PASS
1.2 Certification Application Deactivation PASS
2 Over the Air Activatin PASS
2.1 Pre-Join Behaviour PASS
2.2 Join Accept with DLSettings PASS
2.3 Join Accept with Delay Settings on RXZ window PASS
2.4 Join Accept with CFList PASS
2.5 DevNonce Verification for Join Request PASS 2]
3 Activation by Personalization PASS PERFORMANCE TEST SUMMARY
3.1 Activation by Personalization PASS T HAME o7 peRF cusEs
4G i lication Functionali PASS REGION Eu_BsE
4.1 Default Setting Test PASS
4.1.a Channel Plan and Usage PASS PER USING RX1 WINDOW : PASS
4.1.b Cryptograph PASS DR start step stop Target #Pkt Criteria verdict
4.1.b.1 AES Encryption PASS DRO -123.0 10 -138.0 0.100 1 -133 Pass
4.1b.ii Message Integrity Code PASS DR1 260 | 10 350 5100 1 T30 Fass
4.1.c Downlink Error Rate PASS DRz G20 | 10 EErT) 0.100 1 BT Pass
4.1.d Receive Window Timing PASS bR3 T2z0 | 1o 310 0100 1 26 Pass
4.1 Frame Sequence Number PASS DR Tso | 10 ETTT) 2100 1 ETH) ass
4 1.e.i Uplink Sequence Number PASS P - — — - - — —— ¥
2 1e.ii Downlink Sequence Number PASS < >
4.1.c.iii Downlink Sequence Number Rollover PASS +
4.2 Confirmed Frames PASS CLEAR MSG
4.2.a Confirmed Uplinks PASS
4.2.b Confirmed Uplink Retransmission PASS v SPY MESSAGE
[TEST TIME

1 n ot
Finish

a. Pre-Certification Report Window

b. Performance Report Window

Fig 1.16 Report function window

12
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Il. Menus

This chapter explains how to handle a project, DUT, test condition and test environment. With the project
menus, users can create, open a project file, delete currently opened project, and create or delete DUT file.

Users can also open the ready-made demo project.

2.1 PROJECT
2.2 SETUP
2.3 UTILITY
2.4 ABOUT

13
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2.1 PROJECT

2.1.1 Project Menu
With the project menus, users can create a new project file, open an existing project file, or delete currently opened
project. Users can also open the ready-made demo project. The [PROJECT] menu consists of three sub-menus: [New

Project], [Open Project] and [Del Current Project].

| PrOJECT |

| Project 4 New Project
DUt ¢ Open Project
Project List » Del Current Project
Open Demo Project

Fig 2.1 Project Menu

2.1.1.1 New Project

To start any test, at least two basic works must be done; one is creating a project and the other is creating a
DUT. When you create a new project, ‘project_name.ini’ file and the same named directory will be created. A
project must have at least one DUT. A project may have many DUTs. When a project is created, the project

name and directory information will be displayed in the project information windows.

| PrOJECT |

| Project b m New Project
DUt ¢ Open Project
Project List » Del Current Project
Open Demo Project

Fig 2.2 Project Menu

14
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H‘J New Project file

< v <« data (E:) » LoraProject v~ O Search LoraProject pel
Organise v Mew folder ==~ e
¥ Downloads A Mame - Date modified Type
J’! Music
Mo items match your search,
&=/ Pictures
H Videos
. local ()
= PROJECT (D)
- data (E:)
nis 17 Y€ ¥
File name: | lora_demo.prj ~
Save astype: Project file (*.prj) ~
# Hide Folders Cancel

Fig 2.3 Creating a project window

Fig 2.4 Example of a new project (DUT empty)

2.1.1.2 Opening Project
Using [Open project] menu, you can open an existing project file. When a project is opened, the last tested

DUT file will be also opened automatically.

2.1.1.3 Deleting Current Project
Using [Del Current Project] menu, you can delete currently opened project including all DUT files in project

folder. All deleted projects or DUT files cannot be recovered. Be careful when deleting projects or DUTs.

2.1.1.4 Project List
Project List menu shows the list of projects in current directory. Just clicking one of the listed projects will open

the project. Maximum of 7 project names will be saved.

Project »
DuT »

| Project List ' D:\Software\DEMO_V1220.prj
Open Demo Project D:\Software\test0422.prj

D:\Software\RT_03.prj
D:\Software\RT_02.prj
A\DEMOVora_deme_v1210.prj
D:\software\NewDutRelease.prj

Fig 2.5 Project List Menu
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2.1.1.5 Opening Demo Project
[Open Demo Project] opens the ready-made demo project.
The demo project is installed with the installation of RWC5020x application in “\DEMOY’, the sub-directory of

the application installation directory.

Project 3
L] v PROJECT SETUP  ABOUT
Project List » PROJECT lora_den

| Open Demo Project | PATH

Fig 2.6 [Open Demo Project] menu and directory information

2.1.2 DUT menu

In this application, DUT means ‘device name to be tested’. DUT is a member of a project. Before creating a new DUT,
you must create a project first. If you created or opened a project, you can create a new DUT and you can create as
many DUTs you need. When a new DUT is created, a ‘DUT_name.ini’ file and the same named directory will be

created. If you want to test another DUT, you have to create a new DUT file and test.

2.1.2.1 New DUT
When you click [New DUT] in DUT Menu or NEW button, the ‘NEW DUT CREATION’ window will pop up, which
is designed to help you create a new DUT. Type a DUT name, select one of DUT types, select one of regions,

and click [CREATE] button.

[pROECT]

Project »
| our v [ NewDuT
Project List v Del Current DUT

Open Demo Project

Fig 2.7 New DUT Menu

You have to select DUT parameters such as DUT type, region, LoRaWAN version, Class, Operator(KR, CN),
channel mode(AS), channel plan(CN) and Frequency offset(AS region) shown in figure 2.8 before you create a
DUT file. Once created, you cannot modify the name of the DUT, and the parameters mentioned above. If you

want to modify any of them, you must create new one. The [JAUTO NAMING will help you quickly name it.
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ALTO NAMING [

MAME EDT_A592 3_\-’1-34_CIassA_LDRAWAN_FD‘|
DUT TYPE |END DEWVICE W
REGION |AS_923 v
LoRawaN | 1.0.4 w
CLASS Class A R

OPERATOR LoRaWAN hd

CH MODE AS_923-1 v
FREQOFFSET (0.0000 [ pyn:
CREATE CAMCEL

Fig 2.8 Creating a new DUT

The list of DUT names that you created will be shown in DUT list box as shown in the following figure.

EDT_CERTI_AS

EDT_CERTI_E
EDT_CERTI_IN

Fig 2.9 List of DUT names

2.1.2.2 DEL Current DUT
Using [DEL Current DUT], you can delete currently opened DUT file. Be careful when deleting DUTs because the
deleted DUT file cannot be recovered. You can delete only the currently opened DUT to prevent any unwanted

deletion.

Project 3

put v New DUT
Project List » | Del Current DUT

Open Demo Project [

Fig 2.10 Del Current DUT menu
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2.2 SETUP

2.2.1 Connect RWC5020x

RWC5020x Application works under Ethernet connection between users’ PC and RWC5020x.

| sETup |

| Connect RWC5020x
Control DUT(ED) »
Control DUT(GW) b

Parameter Config

Remote by Other Host  »

Utility Environment

Fig 2.11 Connect RWC5020x menu
2.2.1.1 Open RWC5020x CONTROL PORT window

Clicking on [Connect RWC5020x] in SETUP Menu or clicking on E icon will show the ‘RWC5020x
CONTROL PORT’ window which is designed to help you set up RWC5020x’s IP.

2.2.1.2 Setup IP

Set the IP address same as the RWC5020x’s IP address connected to the PC and click [CONNECT] button. If
your PC recognizes an RWC5020x, the status [CONNECT] will be changed to [CONNECTED].

After connection, the application’s title bar will show the version, equipment types (RWC5020A/B/M), and local
PC’s network IP. Some of the functionality or parameters will be limited according to the type of RWC5020x.

The PC’s IP information is useful to set up the server information when you test Gateway’s Non-regression

performance.
RWC5020A CONTROL PORT BN RWC5020A CONTROL PORT BN
IP ADDRESS IP ADDRESS
connect || 192 | 168 | 0 | 183 CONNECTED || 192 | 168 | 0 | 163
a. Before connected b. After connected

Fig 2.12 IP setup for connection

M RedweodComm : LoRaWAN Autotest] Version : 1.310 RWC50208 I Local IP=192.168.0.9

Fig 2.13 The type of RWC5020x and PC’s IP address
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2.2.2 Control DUT(ED)
This function is used to control DUT via RS232 while testing as needed.

Control DUT menu consists of five sub menus: Open Port, Load User Cmds, Show User Cmds, Pop DUT Monitor, and

Make Cmds Template. This function will be enabled in SKT certification test.

Connect RWC5020x

| Control DUT(ED) ’ Open Port
Control DUT(GW) » Load User Cmds
Config Test Show User Cmds
Remote by Other Host  » Pop DUT Monitor
Utility Environment Make Cmds Template

Fig 2.14 Control DUT Menu
2.2.2.1 Open PORT
Clicking [Open PORT] will show a ‘DUT CONTROL PORT’ window that is designed to help set and open UART
port for DUT control. After configuring its port number and baud rate, click [OPEN PORT] button within DUT
Control Port window. If there is a valid RS232 port, [OPEN PORT] text will be changed to [CLOSE PORT] and
‘PORT No.” and ‘BAUD RATE’ combo boxes will be disabled. If there are no items in ‘PORT No." combo box, click
on [RESCAN] button.

DUT CONTROL PORT ﬁ DUT CONTROL PORT ﬁ

RESCAN PORT No.  BAUD RATE RESCAN PORT No.  BAUD RATE

COPEN PCRT COME - |[115200 -~ CLOSE PORT COMEG 38400
CLOSE CLOSE

a. Before opening port b. After opening port

Fig 2.15 DUT Control Port Setup

2.2.2.2 Load User Commands
Clicking [Load User Cmds] will show ‘Open File Window’ for opening a DUT control file (.txt) which describes
configuration and user commands. If you want to create your own command file, use [Make Cmds Template]

function which helps you create a template file.

2.2.2.3 Show User Commands
Clicking [Show User Cmds] will show the ‘USER COMMAND MAPPER’ window and show user-defined
commands which are loaded in 2.2.2.2. If you don’t have any user command file, click on [TEMPLATE] button

to open a template and create your own command file.
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USER COMMAND MAPPER ]

Reference Action User Defined Cmd ~

set_class_a

set_class_b AT+CLS 1; @: A, 2: C

set_class_c AT+CLS 2; @: A, 2@ C

set_ul_cycle_off AT+PRF 1; @: off, 1: on

set_ul_cycle_on

set_activation NONE ;

set_app_key AT+AK ... | 128 bit

set_dev_eui NONE ;

set_app_eui NONE ;

set_apps_key NONE

set_nuks_key NONE ;

set dev addr NONE 3 2
< >
Template HELF

Fig 2.16 Example of USER COMMAND MAPPER
2.2.2.4 Show DUT Monitor

Clicking [Show DUT Monitor] will show a pop-up window to show the commands and DUT's responses.

[ DUT Control Monitor

COMPORT COMSG BAUD RATE 32400 [] show time  Font Size | 3.0 =

CLEAR

Fig 2.17 DUT Monitor screen

2.2.2.5 Make Commands Template
Clicking [Make Cmds Template] will create a template file that is designed to help create users’ own control
commands file. You can fill it up and save it as a text file (.txt) and load it onto ‘USER COMMAND MAPPER’

using [Load User Cmds] menu.
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|| USER_CTRL_CMD_TEMPLATE.INI - Notepad

File Edit Format View Help
[CONFIG) S
VENDOR=NONAME
NUM_CMD5=34
BAUDRATE=115288
EOL=rn
SEQ_CMD_TNTV=1.5
[CMDS]
set_class_a=NONE; /finsert your command and parameter
set_class_b=NONE;
set_class_c=NONE;
set_ul_cycle_off=NONE;
set_ul_cycle_on=NONE;
set_activation=NONE;
set_app_key=NONE;
set_dev_eui=NONE;
set_app_eui=NONE;
set_apps_key=NONE;
set_nwks_key=NONE;
set_dev_addr=NONE;
reset_device=NONE;
do_pseudo_join=NONE;
set_adr_en=NONE;
set_adr_dis=NONE;
set_dr@=NONE;
set_drl=NONE;
set_dr2=NONE;
set_dr3=NONE;
set_dr4=NONE;
set_dr5=NONE;
set_rtr_num=NONE;
send_data_cfm=NONE;

A o Fon MAKIE

v

Fig 2.18 Template file to help to create a your command file

2.2.3 Control DUT(GW)
This application provides a simple server function for Gateway’s non-regression test defined by SEMTECH.
In order to communicate with DUT(Gateway) in JSON, users have to set the gateway’s IP and server’s port number.
[Control DUT(GW)/Config IP] menu or [GW IP] button on NON-REGRESS tab of PERFORMANCE function tap shows
‘GW IP/HOST PORT’ window which will help you set the gateway’s IP and the HOST(Server)’s port number.

Connect RWC5020x

Control DUT(ED) »
Control DUT[GW) r Config IP ||
Parameter Config

Remote by Other Host  »

Utility Environment

Fig 2.19 [Control DUT(GW)/Config IP] menu

SET <]
GATEWAY IP 192.168.0.58
SERVER PORT 1780

SERVER IP : 10.0.0.228

Fig 2.20 [GW IP/HOST PORT] menu
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You can find the SERVER IP that is the IP of your PC at the bottom of the setup window.
If all parameters are set up correctly, RWC5020x application will start to wait for gateways messages. After receiving
a JSON packet, this application will respond to gateway as a server.

You can find the detail test concept and procedure in chap 3.2.3

2.2.4 Parameter Configuration

CONFIG TEST

[Parameter Config] or shows a window in which users can set up the basic properties of DUT. This

configuration is applied to all test functions of the application.

R vriuT asout

Connect RWC5020x

Control DUT(ED) »
Control DUT(GW) »
Parameter Config

Remote by Other Host  »

Utility Environment

Fig 2.21 Parameter Config menu for displaying ‘Parameter configuration” window

When you open parameter configuration window without connection with the RWC5020x, a warning message

box will appear to remind that all changed parameter will be adopted only after connection.

RWC5020x% is not connected
Please confirm the RWC5020% is connected
Without connection, configuation the parameters can not be effective

Fig. 2.22 Warning no connection
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DUT TYPE REGION PROT-OP WVERSION CLASS ACTIVATION
END DEVICE TEST
sl Lal
PROTOCOL PARAMETERS RF PARAMETERS
ACTIVATION PARAM RF PARAM
-30.0 = dBm
[] Check EUI X POW 2| bl
RX GAIN Low | oyer1sdem
APP_KEY e 1 32digits RX GAIN WARNING TO 60 =/ min
DEV_EWl  @x 2@egeeeeaReResel 16 digits PATHLOSS 00 2 dB
APP_EUI  ax 2oooopeoeeeaRael 16 digits FREQ OFFSET 0.0 = ppm
TIME OFFSET o = us
DEV_ADDR @x B@E888e1 Edigits
= CHAMNMEL GROUP & MASK
APPS ax g 32 digits
CH MASK
NWKS  ex @ 32 digits -—
O
LINK
NETWOREK PUBLIC “ CHANMEL INFO.
PERIODIC DOWMNLINK NONE v UpLink Channel List DownlLink Channel List
ADR aM v UL_CH @8 26Z.1808 DL_CH @8 26Z.1808
UL_CH 81 26Z.3808 DL_CH 81 26E.3888
MAC RSP FIELD PAYLOAD ~ UL_CH @2 gZ&Z.5eee DL_CH @2 gZ&Z.5eee
MAC RSP SLOT BX1 “w UL_CH 83 B67.1888 DL_CH_83 Be7.12e8
UL_CH_B4 B67.3888 DL_CH B4 567.3808
DOWNLINK 5L0T RX1 ~ v UL_CH B85 B67.5888 DL_CH_85 E67.5808 ™
DEFALILT oK CANCEL

Fig 2.23 PARAMETER CONFIGURATION

2.2.4.1 Protocol Parameters
All parameters are defined in LoRaWAN Alliance’s specification. Some of the parameters will be changed

according to the DUT type, region, LoRaWAN version, activation method, and class.

DUT TYPE
There are two types of DUT, END DEVICE and GATEWAY. If the DUT type is END DEVICE, RWC5020x
operates as a gateway. If the DUT type is GATEWAY, it operates as an end device.

REGION

RWC5020x supports various regions [EU 868, EU 433, US 915, AU 915, CN 470, KR 920, AS 923, IN 865, RU

864, KZ 865]. Using this parameter, users could select the region to test.

OPERATOR

This parameter determines whether to enable LoRa operator-specific procedures and parameters. It is

only applicable to South Korea (SKT) and China (ICA, CLAA) in the current version of firmware.

PROTOCOL VER
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This parameter defines the version of LoRaWAN protocol to be emulated by RWC5020x.

CLASS

There are three different classes in LoRa device. Class A is Bi-directional End Devices, Class B is Bi-
directional End Devices with scheduled receive slots, and Class C is Bi-directional End Devices with

maximal receive slots. This parameter defines the class mode of RWC5020x.

ACTIVIATION

LoRaWAN defines two types of Activation procedures (OTAA, ABP). This parameter defines the activation

mode of RWC5020x.

APP_KEY

The APP_KEY is an AES-128 root key specific to the End Device. Whenever an End Device joins a network
via over-the-air activation, the APP_KEY is used to derive the session keys NwkSKey and AppSKey specific
for that End Device to encrypt and verify network communication and application data. This parameter

must be set to the same value as the APP_KEY on DUT.

CHECK EUI
This parameter decides whether or not to compare DEV_EUIl and APP_EUI during activation. If this
parameter is checked, RWC5020x (Gateway/Server) compares DEV_EUI and APP_EUI and accepts only if

the value is equal to the same.

DEV_EUI
The DEV_EUI is a globally unique End Device identifier. The DEV_EUI is stored in the End Device before the
activation procedure is executed. If the CHECK_EUI is ON, this parameter must be set as the same value

stored on the DUT.

APP_EUI

The APP_EUI is a global application ID in IEEE EUI64 address space that uniquely identifies the entity able
to process the Join-request frame. The APP_EUI is stored in the End Device before the activation
procedure is executed. If the CHECK_EUI is ON, this parameter must be set as the same value stored on

the DUT.
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DEV_ADDR

During the activation, the gateway assigns DEV_ADDR value to the End Device. If activation mode is ABP,

this parameter must be set as the same value stored on the DUT. If activation mode is OTAA, this

parameter value is used to generate Join-accept message.

APPS_KEY
APPS_KEY is used to encrypt and verify application data between Gateway and End Device. This value is

derived from APP_KEY during OTAA. If activation mode is ABP, this parameter must be set as the same

value stored on the DUT.

NWKS KEY

NWKS_KEY is used to encrypt and verify network data between Gateway and End Device. This value is

derived from APP_KEY during OTAA. If activation mode is ABP, this parameter must be set as the same

value stored on the DUT.

UPDATE FCNT

This parameter determines the initial value of FCNT before activation procedure and also updates FCNT

values after activation.

LoRa network allows the End Devices to individually use any of the possible data rates. This feature is used
by the LoRaWAN to adapt and optimize the data rate of static End Devices. This is referred to as Adaptive

Data Rate (ADR) and when this is enabled the network will be optimized to use the fastest data rate

possible.

DOWNLINK SLOT

When RWC5020x emulates Gateway/Server mode (EDT), it could respond to the uplink frame by downlink

frame using RX1 window or RX2 window. Using this parameter, users can select RX window for testing the

DUT.

NET ID

The NET_ID is a network identifier to uniquely identify the network. This parameter value is used to

generate Join-accept message.
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RX1 DR_OFFSET

This parameter sets the offset between the uplink data rate and the downlink data rate used to
communicate with the End Device on the first reception slot (RX1). This parameter value is used to

generate Join-accept message.

RX2 DR

This parameter defines the data rate of a downlink using the second receive window. This parameter value

is used to generate Join-accept message.

RECEIVE DELAY

The first receive window RX1 opens RECEIVE_DELAY seconds after the end of the uplink modulation. This

parameter value is used to generate Join-accept message.

LINK_MARGIN

This parameter is an 8-bit unsigned integer in the range of 0~254 indicating the link margin in dB of the
last successfully received LinkCheckReq command. This parameter value is used to generate LinkCheckAns

command.

GATEWAY_CNT

This parameter is the number of gateways that successfully received the last LinkCheckReq. This

parameter value is used to generate LinkCheckAns command.

YEAR

This parameter indicates the year of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.

MONTH

This parameter indicates the month of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.
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DAY

This parameter indicates the day of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.

HOUR

This parameter indicates the hour of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.

MINUTE

This parameter indicates the minute of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.

SECOND

This parameter indicates the second of RWC5020x time information. This parameter is used to generate

DeviceTimeAns command and Beacon.

NETWORK

This parameter indicates the type of LoRa network, in other words the synchronization word to be used in

LoRa modulation.

2.2.4.2 RF Parameters
RF parameters are related with RWC5020x’s hardware, test environment, and control parameters.

X _POW

This parameter defines the output power of RWC5020x in dBm.

INIT_RX_GAIN
The RWC5020x has an AGC (Automatic Gain Control) function. So the RWC5020x will set appropriate RX
gain after receiving a few packets from the DUT. This parameter defines the initial RX gain when the Link is
started. It is very important to set this parameter correctly to get the proper test result quickly. Set to LOW

if the expected input level from your DUT to RWC5020x is higher than -15dBm. Set to HIGH if the
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expected input level is lower than -40dBm. Otherwise set it to MIDDLE.

PATH_LOSS

Users can set the path loss between RF port of RWC5020x and DUT RF port. RWC5020x’s real output

power will be increased by this value to compensate path loss.

SYSCLK OFFSET
This parameter defines the system clock frequency (32MHz) offset value in ppm. It modifies RF frequency

as well as LoRa modulation signal.

FREQ OFFSET

This parameter defines the RF frequency offset value in ppm.

TIME_OFFSET

This parameter defines the time offset value in us.

CH _MASK 0

This parameter defines the mask of channels to be used for LoRa communication, which is applicable only

to regions of EU 868, EU 433, KR 920, AS 923, IN 865, RU 865, and KZ 865.

CH_GROUP

This parameter defines the mask of the channels to be used for LoRa communication, which is applicable

only to regions of US 915, AU 915, and CN 470.

RX2_FREQ

This parameter defines the frequency of a downlink using the second receive window.

RX2 DR

This parameter defines the data rate of a downlink using the second receive window.

DL CH 00~ DL CH 07

This parameter defines real channel frequency of each downlink channel index.
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UL CH 00~ UL CH 07

This parameter defines real channel frequency of each uplink channel index.

UL CH 64~ UL CH 71

This parameter defines real channel frequency of each 500kHz uplink channel index.

2.2.5 Remote by Other host

This application provides a way to control itself by other controller via RS232. This function is a quite limited way to

control but is useful to test pre-certification remotely. For more detail, refer the application note.

[ seTup |

Connect RWC5020x

Control DUT(ED) 3
Control DUT(GW) 3
Parameter Config

Remote by Other Host  » | Config Remote Port

Utility Enviranment Show Cmd List

Fig 2.24 [Config Remote Port] menu

(4

RESCAN PORT No. BAUD RATE
OPEN PORT |m v||1152[m v|

CLOSE

Fig 2.25 REMOTE COTROL setup window

To see the remote commands, click on the [Show Cmd List] menu.

['serup |

Connect RWC5020x

Control DUT(ED) »
Control DUT{GW) b
Parameter Config

Remote by Other Host  » l Config Remote Port

Utility Environment | Show Cmd List

Fig 2.26 [Show Comd List] menu
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REMOTE COMMANDS LIST [
PC:CONF:MODE [PARAM]  PARAM=CERT/PERF/UTIL/LINK
PC:CONF:CERT:EU_CERT [PARAM]  PARAM=SEL_ALL/DESEL_ALL
PC:CONF-CERT:US_CERT [PARAM]  PARAM=SEL_ALL/DESEL_ALL

PC:COMF:CERT:AS_CERT [PARAN] PARAM=5EL_ALL/DESEL_ALL
PC:COMF:CERT:KR_CERT [PARAM] PARAM=5EL_ALL/DESEL_ALL
PC:COMFCERT:IN_CERT [PARAM)] PARAM=SEL_ALL/DESEL_ALL

PC:CONFCERT:REGION [PARAM)] PARAM=EL/US/AS/KR/IN
PC:READ:CIDN?

PC:READ:RWCS020X_SERIAL?

PC:READCCOMMANDS?

PC:READ:CERT_STAT?

PC:READ:CERT_CURR?

PC:EXEC:CREATE_DUT [PARAM] PARAM=DUT_NAME(just)
PC:EXEC:OPEN_DUT [PARAM] PARAM=DUT_NAME(just)
PC:EXEC:CREATE_PRI [PARAM] PARAM=PRI_NAME(should be full path

ncluding drive name)

PC:EXEC:CERT START

PC:EXEC:CERT STOP

PC:EXEC:CON_RWCS020 [PARANM)] PARAM=123123.1253.123

Fig 2.27 Remote commands list for controlling PC application program

2.2.6 Utility Environment

This function is for user convenience. All options are saved and reloaded automatically

DUT CONTROL ENVIRONMENT

0 Load commands at start
This application remembers the last user command file name. If you check this option, it will load

the last user command files when the application is started.

o Open port at start
This application remembers the last opened RS232 port name. If you check this option, it will
reconnect the last opened RS232 port when started. But be careful when using this option, because

it could take longer to launch the application if there is no same port anymore.
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X

DUT CONTROL ENVIRONMENT
Lead commands at start
Open port at start
REPORTING OPTION
Opan report after creation
APPLICATION ENVIRONMENT
MO azking when naming

D Load last project at start
I:‘ Show local IP on app
I:‘ Initialize All Params with new DUT

—m MESSAGE MAXIMUM LINE NUMBER
Connect RWC5020x LINK ANALYZER | 300 |2
Control DUT(ED) » NRT JSOM 300 |=
Control DUTIGW) » SPY MSG 300 |
Parameter Config THEME
Remote by Other Host  » ® ewe (O erar () GREEN

| Utility Environment | | CLOSE

Fig 2.28 [Utility Environment] menu

REPORTONG OPTION

o Open report after creation
If you check this option, the application will open the created report automatically when you create

a report file. If not checked, the report will be created but not opened automatically.

APPLICATION ENVIRONMENT

0 NO asking when naming
If you check this option, the application will create or save files without opening a file wizard
window.
O Load last project at start
If you check this option, the application will open the last opened project when it starts.
o Show local IP on app.
If you check this option, the application will show your PC’s IP address on the top.
O Initialize All Parameters with new DUT.
If you check this option, this application will initialize all test parameters as default without asking. If

not checked, it will use them as it was.

MESSAGE MAXIMUM LINE NUMBER

O LINK ANALYZER

The maximum line number of the log window in the Link analyzer tab.
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Range : 100 - 3000
O NRT JSON
The maximum line number of the JSON log window in the non-regression test function tab.
Range : 100 - 3000
o SPY MSG
The maximum line number of the SPY message window

Range : 100 - 1000

THEME
o BLUE

This option sets the color theme of the application as blue.

PERFORMANCE - PER & TxPo!

DUT NAME REPORT PATH
FILE NAME

Elapsed

TIME

— o
FUNCTIONS @ REATE REPORT | ||y 2%, OPEN REPORT

=
Curr-item

PERFORMANCE START TEST CONFIG RX2 SENSITIVITY TEST 200M
PER & POWER SENSITIVITY AND TX POWER - TABLE TEST CONDITIONS DEFAULT RX10 1080
Ra 0
LBT ) RN TEST PARAMETERS {RX1) | sameashxz
[ PER USING RX2 WINDOW
NON-REGRESS [ T POWER TEST O 1o [-]start[+] stop [-|cRmeRial+
pro | -8o0fz ~ -100.0[=
TEST ITEM = =
pRi | -80.07%] ~ -100.0[=
DR WITH RX1 WINDOW
pRz | 80072 - -100.0[= B & 1
[] DRe_SF12Bm125
[ or1_sF118m125 DR3 | 800/ ~ -1000%
[J or2_sFieewizs pre | -800f2] - -100.0[= ~
[ oks_sessitas PERFORMANCE TEST SUMMARY
- -8001% ~ -100.0}%
[] pRa_sFeew12s DRS - -
) 200 - . = DUT NAME shkye_eu_368
[ ors_sF7au12s DR6 | -80.0[> 1000} REGTON EU_g6E
[] pre_sF7euase pr7 | -800/2] - -1000f%
[ oR7_Fskse PER USING RX1 WINDOW : PASS
DR WITH RX2 WINDOW STEP #POW #PKT _ PATHLOSS DR Start Step. Stop Target #Pkt Criteria Result Verdict
10 85 3% 003 DRO 800 100 -150.0 0.1 30 -100 -130.0/0.000 PASS
[ ore_srizeuizs e :
[] ora_sFi1eu1as TARGETPER | 0.10[% oAz
[J or2_sFigewizs 765 ORS
., TARGET CH MASK
[ or3_sromuizs oRa
[] ore_sFauizs SCENARID CERTI_ECHO RS .
[ oRs_sF7emwizs PAYLOAD SIZE 6 < e = P P - - P PETTap—
DUTTYPE END DEVICE L] ore_sereizse SouFl-jrols
REGION EU_865 [ or7_Fskse OPTION CLEAR MSG
LoRaWAN 1.0.2 SHOW GRAPH CLEAR SPY MSG
CLASS Class A
SHOW LINK MESSAGE DURING TESTING SAVE SPY MG
iew Remote Message e

AWC2020A : NOT CONNECTED DUT PORT

Fig 2.29 Blue theme of RWC5020x application
o GRAY

This option sets the color theme of the application as gray.
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Version : 1.219 RWCSH

PROJECT SETUP  UTILITY ABOUT PERFORMANCE - PER & TxPow : 1.0.2

TIME Elapsed
13

a
urr-ltem

ER SENSITIVITY AND TX POWER - TABLE TEST CONDITIONS DEFAULT

[T] PER USING RX1 WINDOW

PER &

L [ PER USING RX2 WINDOW TESTPARAMETERS (1) s s
NON-REGRESS [ T POwWER TEST [Jao |- |smrT[+] stoP |- |cRIERIA|+
pro | -80.0f2] - -100.0[=
TESTITEM
prt | -80.0[5] ~ -100.0F
DR WITH RX1 WINDOW = 10008
DR2 | -800/% - - = o B i
[] bre_sF12Bm125
[ or1_sF118m125 DR3 | -80.0/5) ~ 10002
[] or2_sFaeeri125 DR4 | -800[=] ~ -100.0[= ~
[ oRs_sesauzs PERFORMANCE TEST SUMMARY
- -s0.0[=] ~ -100.0[F
[] ora_skeaw1zs DRS = =
[] ors_sF78u125 DR6 | -80.0[%] - -100.012 ;\:C_TI%‘;‘ME Ztk‘fs-;“-“s
[] ore_sF7em258 or7 | -8o0fz] - -1000[=
[] or7_Fskse PER USING RX1 WINDOW : PASS
DR WITH RX2 WINDOW STEP_#POW ~ #PKT PATHLOSS DR Start Step | Stop Target #Pkt Criteria Result Verdict
[ ore_srizaunzs 103 83 33 003 DRO 0.0 100 -150.0 01 3.0 -100 -130.0/0.000 PSS
X i = DRL !
[ ora_sFi1sw1zs TARGET PER | 0102 o
[ oR2_srieeuaas seses
- DR3
N TARGET CH MASK
[ oR3_sFaew12s DRa
[] ore_sFaewizs SCENARIO CERT o8
\ v
[ ors_se7eitzs PAYLOAD SIZE 16 > sens = oo acon e = e
DUTTYPE END DEVICE [ vre_se7enzse 5
REGION EU_865 [ or7_rskse OPTION CLEAR MSG
:’L:;w’:" 1‘;“ SRTLVEE CLEAR SPY MSG
ass.
SHOW LINK MESSAGE DURING TESTING SAVE SPY MSG

[TEST TINE] Begin :
ew Remote Message Fivish @

RWC2020A CONNECTED DUT PORT

Fig 2.30 Gray theme of RWC5020x application

o0 GREEN

This option sets the color theme of the application as green.

[l RedwoodComm : LoRaWAN Autotest( Version : 1.219 RWC3502

PERFORMANCE - PER & TxPow : 1.0.2

PROJECT uTILTY  ABOUT

SETUP

PROJECT DE| REPORTPATH D

PATH D: FILE NAME

= = TIME
LoRa CERTIFICATION ‘ | Hl‘ PERFORMANCE | ‘ LINK ANALYZER | ‘ [y 2, OPEN REPORT tal
= LA, curr-
START TEST | Selected:0 | CONFIG SENSITIVITY TEST
PER & POWER SENSITIVITY AND TX POWER - TABLE H TEST CONDITIONS DEFAULT
BT L] FER USING RETWINDOW TESTPARAMETERS (RX1) | sameasme
[] PER USING R¥2 WINDOW
NON-REGRESS [ ™% POWER TEST O 10 |- | starT| + STOP | - |CRITERIA| +
pRo | -80.0[Z] ~ -100.0[=
TEST ITEM - -
DR | 800/ ~ -100.0[=
DR WITH RX1 WINDOW
bRz | B00[F] ~ -100.0[
[] bre_sF128w125
[ pri_sF1186125 DR3 | -80.0[2] ~ -100.0/2
[] pr2_sF1eBw125s DRa | -Bo.o[=] ~ -100.0[= ~
[ ore_sesauazs PERFORMANCE TEST SUMMARY
= 800 ~ -100.0[=
[] ora_sFeeu12s DRS 3 3
[ ore_sFreuzse bR7 | -B00Z] - “1000[=
[ or7_rskse PER USING RX1 WINDOW : PASS
DR WITH RX2 WINDOW STEP  #POW  #PKT  PATHLOSS DR start step Stop Target #Pkt Criteria Result Verdict
[ ore_srazsunzs 101= B: 3% 00> DRO -80.0 100 -150.0 0.1 30 -100 -130.0,/0.000 PASS
- = DRL
n TARGET PER | 0.10(%
E DRI_SF118W125 R
DR2_SF128W125 765 4
[ oRs_sesenas TARGET CH MASK FRQ E':\i
[] ©Ra_sFeewis SCEMARIO CERTI_ECHO RS .
[ oes sF7en12s PAYLOAD SIZE 16 = ool = cas acas o = o
DUTTYPE END DEVICE L] ore_sF7mnase il
REGION £U_355 [] or7_Fskse OPTION CLEAR M5G
LoRaWAN 1.0.2 HOW GRAPH CLEAR SPY MSG
CLASS Class A

HOW LINK MESSAGE DURING TESTING SAVE SPY MSG

ew Remote Message

Fig 2.31 Green theme of RWC5020x application
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lll. Test Functions

This chapter explains how to use pre-certification tests, RF performance tests, Link Analyzer, other functions
and utilities. With test functions, you can select one of tests, handle test operation, and set up test

environment.

3.1 Pre-Certification Test
3.2 Performance Test
3.3 Link Analyzer

3.4 Functions

3.5 Utilities
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3.1 Pre-Certification Test

This application provides the LoRaWAN pre-certification test functions. Refer to the fig 3.1 for simple operation of the

function.

Button for Button for pop up
¥ START or STOP Protocol parameters window w

CERTIFICATION

EU363

Selected A
Region

Test condition
Window for
Certification
Test ¥

B33 staRT TEST CONFIG

selected:0 4 The number of selected items SKIP

a El LoRa Alliance Conformance Test (EU)
=-[]1 Activation and Deactivation Pre and Post test

----- []1.1 certification Application Activation

Button for skip A ~
testing item

----- []1.2 certification Application Deactivation
-] 2 Over the Air Activatin
-[]2.1 Pre-Join Behaviour

-[]2.3 loin Accept with Delay Settings on RX2 window

..... [[12.4 Join Accept with CFList

----- []2.5 DevNonce Verification for Join Request
=-[]3 Activation by Personalization
1[5 Activation by Personalizaticn

4 Certification Application Functionality
£1-[]4.1 Default Setting Test

|:| 4.1.a Channel Plan and Usage
E||:| 4.1 b Cryptograph

-[]4.1.b.i AES Encryption
-[]4.1.h.ii Message Integrity Code
[Ja.1.c pownlink Error Rate
-.[J4.1.d Receive Window Timing
ED 4.1.e Frame Sequence Number

4 Certification
test item tree

Path-loss value w

— - x

Test Parameters  [4 Certification Application Functionality]

PATHLOSS | 0.0 (24| DERAULT

Button for reset A

Add raw data

(] Stop link sfter test 4.1 c-DownLink Error Rate

— Parameters window R CET PER 00517 Test parameters
- -30.0/=
Test Opt DR For each test item POWER -
PACKET NUM B0

Fig 3.1 Test function window for LoRaWAN pre-certification.

3.1.1 LoRaWAN Certification
This application provides five LoRaWAN Certification functions such as EU, US/CA, AS, KR, and IN. Other regional
certification functions will be added as soon as published. If you select one of the certification functions, regional

parameters will be configured automatically according to the certification.

Us 915 A5923 KR 920 IN 865

Fig 3.2 Pre-certification for regional LoRaWAN certification Test
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3.1.2 Operator Certification
There is an Operator Certification option, SKT. Other private certifications could be added according to further

requests.

SKT

Fig 3.3 Customized LoRaWAN Certification Test for SK Telecom

3.1.3 Certification Test Items

3.1.3.1 Meaning of Text Colors
Each color has the meaning of verdict; the blue-colored items mean PASSED, the red-colored items mean

FAILED, the black-colored items mean NOT_TESTED, and the grey-colored ones mean Not-selected OPTIONAL

items.
=[] 1 Test Mode Activation =[5 Cryptography =119 MAC Commands = [15 LinkADRReq MAC command
o []1.1 Test Mode Activation i +[]5.1 AES Encryption i []9.1Ignere Invalid MAC Command i -[]15.1 Test ADR bit

Blue : PASSED Red : FAILED Black : NOT_TESTED Gray :not selected option.

Fig 3.4 Colored text in pre-certification test window

3.1.3.2 Selection and Test Parameter Configuration
Select the test items to be tested by clicking the check boxes in front of the subtitles. If you click a test item, its

test parameters will be shown at the bottom of test items.

Test Parameters  [4 Certification Application Functionality] paTHLOSS | 0.0 24 DEFAULT
4.1.c-DownLink Error Rate
TARGET PER 0.0512
POWER -30.017
PACKET MUM 803

Fig 3.5 Configuration of Test Parameters

3.1.3.3 Start Test

If you click €3 smrrrest button, all selected items will be tested sequentially. Keep in mind RWC5020x

application program will automatically overwrite the result after each item is tested without asking whether
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selected item was tested previously or not. In other words, the application will always keep the recent test
results.
3.1.3.4 Control DUT

If you want to control DUT while testing, have the box [ tentrelBUT

checked. Then this application will send
control command according to the loaded user control command file. Refer to 2.2.2 for DUT control. You can
see the transmitted commands and received responses to/from DUT respectively on DUT control monitor

window. Click the | BUTMenitor | phytton and a large DUT control monitor will pop up.

EEI DUT Control Monitor

COMPORT COME BAUD RATE 115200 [] Show time Font Size | 9.0 = CLEAR

IOTAA
DevEui= 34-31-37-32-74-36-7A-0F
AppEui= 01-01-01-01-01-01-01-01

AppKey= 2B TE 15 16 28 AE D2 A6 AB F7 15 BB 09 CF 4F 3C

VERSION: 44021110
wDone

wDone

Fig 3.6 DUT Control Monitor

COMPORT and BAUDRATE information of the current control port will be displayed as follows.

% DUT Control Monitor EE] DUT Control Monitor
COMPORT BAUD RATE COMPORT COMEG BAUD RATE 115200
a. Before connection b. After connection

Fig 3.7 COMPORT and BAUDRATE after connection.

3.1.3.5 Test Result — Summary Table

If you click on the certification title, you can see the test summary table on result window.
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PROIJECT  SETUP

oodComm : LoRaWAN Autotes

( Version : 1.309 RWC5020x )

UTILITY  ABOUT

PRE-CERTIFICATION - EU_868

‘LSRa CERTIFICATION ‘ ‘hﬁ‘ PERFORMANCE ‘ ‘

LINK ANALYZER | ‘

FUNCTIONS ‘

CERTIFICATION

EU868

Addraw data

L] Stoplink after test
TestADR

TestOptDR

Selected:0

skIP

1
Y[ LoRa Alliance Conformance Test (EU)| l
test

[J1.1 Certification Application Activation
«[[]1.2 certification Application Deactivation
-[[]2 Over the Air Activatin
~[]2.1 Pre-Join Behaviour
~.[[]2.2 1oin Accept with DLSettings
~.[[]2.3 Join Accept with Delay Settings on RX2 window
[J2.4 Join Accept with CFList
[J2.5 DevNonce Verification for Join Request
[J3 Activation by Personalization
3.1 Activation by Personalization
4 certification Application Functionality
[4.1 Default Setting Test
[J4.2.2 Channel Plan and Usage
& [J4.1b Cryptograph
i-[Ja.1b.i AES Encryption
*-[Ja.1b.ii Message Integrity Code
[J4.1.c Downlink Error Rate
~[].1.d Receive Window Timing

=1 ]4.1.e Frame Sequence Number

v

Test Parameters  [4 Certification Application Functionality]

FaTHLOSS | 0.0 [2]| peraur

REPORT PATH
FILE NAME

— -
@ REATE REPORT | | [+

OPEN REPORT

TIME

LORA CERTIFICATION TEST SUMMARY (EU V1.6)

Elapsed _Estimated

ITEMS VERDICT 5UB VERDICT
1 Activation and Pre and Post test PASS
1.1 Certification Application Activation PASS
1.2 Certification Application Deactivation PASS
2 Over the Air Activatin PASS
2.1 Pre-Join Behaviour PASS
2.2 Join Accept with DLSettings PASS
2.3 Join Accept with Delay Settings on RX2 window PASS
2.4 Join Accept with CFList PASS
2.5 DewNonce Verification for Join Request PASS
3 Activation by i PASS
3.1 Activation by Personalization PASS
ac icati onali PASS
4.1 Default Setting Test PASS
4.1.a Channel Plan and Usage PASS
4.1b Cryptograph PASS
4.1.b.i AES Encryption PASS
4.1.b.ii Message Integrity Code PASS
4.1.c Downlink Error Rate PASS
4.1.d Receive Window Timing PASS
41 e Frame Sequence Number PASS v

SCALE [

10+
CLEAR MSG

SPY MESSAGE

View SPY MSG (Max. 300 Lines)

[TesT

JBegin :
Finish

RWC2020A : NOT CONNECTED

Fig 3.8 Displaying Test Result — Summary Table

3.1.3.6 Test Result — Detail Report

If you click on the sub test item title text, you can see the detailed test result on result window

{4 RedwoodComm : LoRaWAN Ay

PROJECT  SETUP

uTILTY  ABOUT

PRE-CERTIFICATION - EU_868

FUNCTIONS |

CERTIFICATION

EU868

Add raw data

[] Stop ink after st
Test ADR

Test Opt DR

selected:0

sKIP

REPORT PATH
FILE NAME

—
[@ REATE REPORT | |1

OPEN REPORT

Estimated

4 [JLoRa Alliance Conformance Test (EU)
[J1 Activation and Deactivation Pre and Post test
£.[J1.1 Certification Application Activation

ion Deactivation
2 Over the Air Activatin

-.[[]2.2 Join Accept with DLSettings
-.[[]2.3 Join Accept with Delay Settings on RX2 window
~[]2.4 Join Accept with CFList
-.[[]2.5 DevNonce verification for Join Request
[J3 Activation by Personalization
*.[J3.1 Activation by Personalization
[J4 certification Application Functionality
[J4.1 Default Setting Test
[J4.1.2 Channel Plan and Usage
& []4.1b Cryptograph
{-[Ja.1.b.i AES Encryption
.[J4.1.b.ii Message Integrity Code
[J4 1.c bewnlink Error Rate
[J4 1.d Receive Window Timing
= [04 1.e Frame Sequence Number
=D

v

Test Parameters  [4 Certification Application Functionality]

parriLoss | 0.0 [2][ oerauir

EU CERTIFICATION TEST RESULT

2. Over the Air Activation

[ cerm_mem_Eu_02_1_Pre_Join_Behaviour

[ TEST PURPOSE |
2. Over the Air Activation

: CERTI_ITEM EU_82_1_Pre_Join_Behaviour
[TEST DATE & TIME] 2021-02-13 11:14:52 PM (UTC-8H)
[LINK MESSAGE]
L oo sF ma
U2 en s

<

u

Duell
1625

115

fres

pre

oo
Datallp

ActivatsTn

DlCounter (8)

Triggerdeln

Nonce=@xdBF1,

scate [~ ] 10+
CLEAR MSG

SPY MESSAGE

iew SPY MSG (Max. 300 Lines)

Fig 3.9 Displaying Test Result — Detail Report

[TEST

TIME] Begin
Finish
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3.2 Performance Test

Performance test function consists of PER & POWER, LBT, and NON-REGRESS test. Refer to the fig 3.10 for an example.

ravomanc
PER & POWER SENSITIVITY AND TX POWER - TABLE TEST CONDITIONS DEFAULT

¥ Test condition box
BT U RS R e TEST PARAMETERS (RX1) | samessrxe | || Button for
[] PER USING RX2 WINDOW synchronization
NON-REGRESS [] T POWER & FREQ TEST L] 10 - |START|+| STOP |- |CRITERIA|+ parameters
A Test functions box DRo | -128.0/%] -~ -133.0/% between RX1 & RX2
Button for & ., TESTITEM
selection ¥ Test items box DR1 | -126.0[% ~ -130.0[=
DR WITH RX1 WINDOW

test category DR2 |-125.0 - -129.0

[] pre_sFizewi2s ae
[] ori_sFiiewizs S
[] or2_sFieewizs DRa [-118.0[7] -
[] or3_sFoewizs =
[] ora_sFeewi12s =
[] ors_sFrewizs DR6 | -112.0[% ~
[ cre_sFreuzse
[] or7_Fskse

DR3 |-1220 -126.0

12302
DRS | -116.0 -120.0=
4| | Test parameters

-115.012 for each test item

prR7 | 9702 ~ -100.0[=

DR WITH RX2 WINDOW STEP #POW #PKT  PATHLOSS

10[2 0= 1= 00f=
[] ore_sFizew12s z z z z
[] oRr1_SF1iBwi2s TARGET PER | 01012
Test condition [ orz_sFiesw12s 76543210
window [] oRz_sFsew1zs TARGET CH MASK FRQ
for performance [] ore_sFzewias SCENARIO CERTI_DL_CNT
festw [] oR=_5F78H125 PRYLOAD SIZE 16 =
DUTTYPE END DEVICE [ ore_sFrewzse
REGION EU_858 [ or7_rFskse OPTION
LoRaWAN 1.0.2 SHOW GRAPH Report options

CLASS Class A
SHOW LINK MESSAGE DURING TESTING

Fig 3.10 Test parameters and conditions

3.2.1 PER & POWER
This function allows RWC5020x to search the sensitivity level by measuring the PER (Packet Error Rate) and measure
TX power of DUT according to the test parameters and conditions. You can modify test conditions and parameters.

If you click on the [CONFIG] menu, you can set protocol parameters in PARAMETER CONFIGURATION window.

3.2.1.1 Selection item

Select or deselect each item that you want to test by clicking each check box in test items box. If you want to
add or remove all test items at once, have the check box of the title checked or unchecked in test function box.
Whenever you click on each test item, its test conditions will be shown in test condition box. If you want to

change the displayed item, click each test title in test function box.
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3.2.1.2 Test conditions
All test condition parameters such as start power, power step, number of power, and number of packets can

be set up in functions window.

‘ SENSITIVITY AND TX POWER TEST H TEST CONDITIONS DEFAULT | ‘ SENSITIVITY AND TX POWER TEST || TEST CONDITIONS DEFAULT
[[] PER using RX1 Window Test Parameters (RX1) [] PER using RX1 Window Test Parameters {RX2)
[] PER using RX2 Window [] PER using BX2 Window
[ 7% Power Test - | START | + STOP | - |CRITERIA + [ % Power Test - | START | + STOP |- |CRITERIA| +
pRo | -1320[2] ~ -136.0/% pro | -1320[2] ~ [ 21410 -136.0[%
TEST ITEM TESTITEM
pR1 | -1200[F] ~ -133.0[= pR1 | -120.0[%] ~ [ -1380 -133.0/%
DR WITH RX1 WINDOW DR WITH RX1 WINDOW
DR2 | -12B.01% ~ -1320 2 DR2 | - -1320(=
[ bre_sFizeWizs [] pre_sFizewizs
[] or1_sF1iewizs DR3 | -125.013 ~ 129012 [ oR1_sFi1ewizs DR3 “1290(
[] ore_sFieewias DR | -1220[2] ~ -126.0/% [] pre_sFieewizs DR4 | - -126.0[%
[ or3_sFsewizs [] prz_sFaew1zs
DRS | -119.0/2] ~ -123.0= DRS -123.0/%
[] ore_sFaswias = z [[] ora_sFeeuizs z
[] oRs_sF7ewizs DR6 | -115.01% ~ 12002 [] oRs_sF7ewizs DR6 | - -1180p:
[] ore_sFrewzse pR7 | -1000%] ~ -A0s.0[ [[] bre_sF7emzse DRT -103.0[
[] or7_Fskse [ or7_Fskse
STEP  #POW  #PKT  PATHLOSS
DR WITH RX2 WINDOW DR WITH RX2 WINDOW STEREA POV S A K NI HI 055
1f= 10/ 60[= nof= 1f= 10f= 60 00}
[] ore_sFi2ew12s = = = = [] pre_sFizBe1z5s = = = =
[ ori_SF11Bw125 TARGET PER | 010/ [ oRa_sFiiewizs TARGET PER | 0.10[%
[] orz_sFieeuizs 7654372 [ orz_sFieew1zs =
[] DR3_sFeBwizs TARGET cHMASK | [ L LI I [] cR3_sFoewizs COMED | =M=
[[] ora_sFaswizs SCENARIO ERTI_ECHO [] ore_sFeew12s SCENARIO
[] oRs_sF7EmW12s PAYLOAD SIZE 16 = [[] ors_sFreuwazs PAYLOAD SIZE 16 =
[] ore_sF7emzse [ ore_sF7euzse
[] or7_Fskse Report Option [ or7_Fskse Report Option
Show Link message during test Show Link message during test
Paste tested Image after test Paste tested Image after test

Fig 3.11 Test Conditions for PER using RX1 and RX2 Window

Parameters for PER test using RX1 and RX2 Window

SCENARIO

This is the test scenario of the sensitivity test. In ‘'NORMAL_UL, DUT should send unconfirmed or

confirmed uplink messages periodically and the Tester sends confirmed downlink messages and checks

the flag of acknowledgement in DUT frames in order to count errors. In ‘CERTI_ECHQ’, DUT should enter
the test mode by the Tester’s activation command and the Tester will use EchoRequest/EchoResponse
in order to count errors. In ‘CERTI_DL_CNT’, DUT should enter the test mode by the Tester’s activation

command and the Tester will use DL_Counter value in order to count errors.

PACKET NUM

This is the packet number of tests at each test point. Increasing it the test result may have higher

resolution but the testing time may become longer.

START_POW

This defines the start value of POWER sweep.
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STOP_POW

This defines the stop value for POWER sweep (read only).

STEP_POW

This defines the step value for POWER sweep.

NUM_POW

This defines the number of power values for POWER sweep.

TARGET PER

This is a parameter to set user’s target PER. The test sweeps fully in the range of POWER until DUT does
not satisfy TARGET_PER.

TARGET_CH_MASK

This parameter encodes the channels usable for uplink access. A bit in the CH_MASK field set to 1

means that the corresponding channel can be used for uplink transmissions.

TARGET DL CH 00~ 07

This parameter redefines DL channel frequencies for sensitivity test. Tester will use DL_CHANNEL_REQ

MAC command to modify downlink channel frequencies.

DOWNLINK SLOT

This is a parameter to select RX window of for testing the DUT.

TARGET DR

This is a parameter to determine the DR by sending MAC command before before Sensitivity Test starts.

LinkADRReq will be sent in case of RX1 and RXParamSetReq will be sent in case of RX2.

DL_PACKET

This is a parameter to define the contents of downlink packets to be used in ‘'NORMAL_UL scenario.
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FPORT

This parameter defines the FPort number of a user-defined MAC Command.

PAYLOAD SIZE

This parameter defines the size of payload of a user-defined MAC Command.

PAYLOAD

This parameter defines the content of payload in hexadecimal format.

Parameters of TX Power Test

MODE

It determines test method of Power Measurement. If it is set at SYNC_TO_LINK, Power measurement
is fully synchronized with Link Analyzer. Power Measure displays all Received packets while Link
Analyzer is running. If it is set as SCENARIO, Power Measure function measures TX power of DUT

using special scenarios which is selected by SCENARIO parameter.

SENSITIVITY AND TX POWER TEST || TEST CONDITIONS DEFAULT ‘ ‘ SENSITIVITY AND TX POWER TEST H TEST CONDITIONS DEFAULT
[] PER using RX1 Window TEST PARAMETERS [] PER using Rx1 Window TEST PARAMETERS
[ PeR using RX2 Window [] PER using R¥2 Window
POWER MIN. MAX. POWER MIN. MAX.
D TX Power Test |:| TX Power Test
PowerD 1400+ ~[ 160 16.0[% 140 - 160
TEST ITEM owen = = TEST ITEM 2 = =
Powerl 120 - | 140 140 1200 ~| 140
TX POW INDEX Power2 100[2] ~| 120[= TX POW INDEX 120 100 ~| 120[
[] Txpowere Powers BO[H ~ | 100[ [ mepowere 100 80[] - | 0=
[ TxPower1 Powerd 60[] ~| B8O [] TxPower1 80/ 60 ~| B0
O Txeomerz Powers 20 -| 60 L 1xoner2 60/= 20 -| 60F
O TxPoners Powers 20[2] - a0f= O mxeovers 40~ 200+~ a0f=
[ Txpowers PES ETES [ txPowers 2 2 =
[ Txeomers Powery O - = ] 1eouers 20 00F - 20
[ Txpowers [ TxFomers
[ rxpower? [ TxPomer?
765432140
TARGET CH MASK
SCEMARIO SCENARIO |EEAT “
PATHLOSS DR #PKT PATHLOSS CW FREQ[MHz) TIME(sec)
0.0k 3 0.0/ 9000000 = [ 10
Report Option Report Option
[ show Link message during test Show Link message during test
[ Paste tested Image after test Paste tested Image after test
a. Test condition for TX Power test using LoRa Signal b. Test condition for TX Power test using CW
Fig 3.12 Test Conditions for TX Power Test

It has three different scenarios to activate DUT to measure power of DUT. NORMAL_UL scenario

mode just receives any packet from DUT and measure the power. CERTI_DL_CNT scenario will set
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the DUT as Test mode at the beginning stage and measure the power of DL_counter packets from
DUT. CERTI_CW scenario will set the DUT as Test mode and transmit CW_ENABLE MAC command to
transmit CW signal by DUT and measure this CW signal power. If you are using RWC50208B, this

scenario mode also measures CW frequency value.

UL DR

This parameter is the requested data rate of End Device for uplink message.

ADR_POWER

This parameter is the requested output power of End Device for uplink message.

TARGET _CH_MASK

This parameter encodes the channels usable for uplink access. A bit in the CH_MASK field set to 1

means that the corresponding channel can be used for uplink transmissions.

#PKT
This parameter defines minimum packet number for power measurement on each channel which is

defined by TARGET_CH_MASK.

CW_TIMEOUT

This parameter indicates the timeout for CW transmission.

CW_FRE

This parameter indicates the frequency of CW signal.

CW_POwW

This parameter indicates the power of CW signal.

3.2.1.3 Protocol Parameters

If you want to modify more details of protocol parameter such as keys, network, channel mask, and so on, click

CONFIG

on button and the parameter configuration window will appear as shown in Fig 3.13.
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Listed protocol parameters will be changed according to the functions such as certification, performance, and

link analyzer.
DUT TYPE REGION PROT-OP VERSION CLASS ACTIVATION
END DEVICE TEST
PROTOCOL PARAMETERS " RF PARAMETERS .
ACTIVATION PARAM RF PARAM
-30.0 =
[] check EUI THROW <
R GAIN Low v
APP_KEY @x Be el 32digits X GAIN WARNING TO 60 =
DEV_EUl @x 20PEREERERRERER1 16 digits PATHLOSS 0.0 =] dB
APP_EUI  @x 2220000000000001 16digits FREQ OFFSET 0.0 = ppm
TIME OFFSET 0 2| us
DEV_ADDR gx 22222881 B digits
CHANNEL GROUP & MASK
APPS o 1 32digits
CH MASK
NWKS  ex 1 32digits 1],,(--
LINK
NETWORK PUBLIC v CHANNEL INFO.
PERIODIC DOWNLINK NONE v UpLink Channel List Downlink Channel List
ADR ON e UL_CH 88 Be3.1288 DL_CH 88 BS&3.1288
UL_CH 81 368.3808 DL_CH 81 3868.3808
MAC RSP FIELD PAYLOAD ~ UL_CH_82 B68.5888 DL_CH_82 B868.5888
MAC RSP SLOT RX1 - UL_CH 83 E67.1888 DL_CH_83 E67.1888
UL_CH B4 B67.3888 DL_CH_84 B67.3888
DOWNLINK 5LOT RK1 W v UL_CH 85 E67.5888 DL_CH 85 267.5808 v
CEFAULT OK CAMCEL

Fig 3.13 Parameter configuration window

3.2.1.4 Start/Stop Test

If you click on the (3 SWRTTEST| b tton, the selected test items will be tested sequentially. Anytime you can

stop the test by clicking same button. It can take a long time to save the tested data. During the test, you can

unchecked the selected test items that are still not tested yet. But for tested items, unchecking is not effective.

3.2.1.5 Tested Result

If you clink on the | SENSITIVITY AND TX POWER - TABLE  title, you can see the test result summary table.
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PERFORMANCE TEST SUMMARY :
DUT NAME EDT_PERF_EUSGE
REGION EU_B6E
PER USING RX1 WINDOW : PASS
DR Start Step Stop Target #Pkt Criteria Result Verdict
DRO -123.0 1.0 -138.0 0.100 1 -133 -135.0/0.000 PASS
DR1 -126.0 10 -135.0 0.100 1 -130 -133.0/0.000 PASS
DR2 -125.0 10 -1340 0.100 1 -125 -131.0/0.000 PASS
DR3 -122.0 10 -1310 0.100 1 -126 -128.0/0.000 PASS
DR4 -119.0 1.0 -128.0 0.100 1 -123 PASS
DR5 -116.0 1.0 -125.0 0.100 1 -120 PASS
DRE -112.0 1.0 -121.0 0.100 1 -115 PASS
DR7 -27.0 10 -106.0 0.100 1 -100 -101.0/0.000 PASS
PER USING RX2 WINDOW : PASS
DR Start Step Stop Target #Pkt Criteria Result Verdict
DRO -129.0 10 -1380 0.100 1 -133 -136.0/0.000 PASS
DR1 -126.0 10 -135.0 0.100 1 -130 -133.0/0.000 PASS
DR2 -125.0 1.0 -134.0 0.100 1 -129 PASS
DR3 -122.0 1.0 -131.0 0.100 1 -126 PASS
DR4 -113.0 1.0 -128.0 0.100 1 -123 PASS
DRS -116.0 10 -125.0 0.100 1 -120 PASS
DRE -112.0 10 -121.0 0.100 1 -115 PASS
DR7 57.0 1.0 -106.0 0.100 1 -100 PASS
TX POWER && FREQ TEST : FAIL
POW CHO CH1 CH2 CH3 CH4 CH5 CHB CH7 Verdict
0 -27.4 FAIL
1 -27.4 FAIL
2 -275 FaIL
- CE—
D View Remote Message SCALE |- |10 + CLEAR MSG

Fig 3.14 Test Result — Summary Table

If you click on | PER using R¥1Window you can see all tested results in detail in the result window from SF12

to SF7

SENSITIVITY TEST

RX1 O
e 0

-
| PER USING RX1 WINDOW : DR1_SF11BW125
[TEST CONDITION]
[FROTOCOL CONFIGURATION]
DUT TYPE END DEVICE
REGION EU_8&8
LOR@WAN VERSION 1.8.2
CHANNEL MASK : ex7
CLASS H CLASS A
[SENSITIVITY TEST CONDITION]
START POMER H -126.2 dem
STEP POWER : 1.2 d8
NUMBER OF POWER H 18
STOP POWFR H -135.4 dpm N
< >

[] view Remote Message SCALE|. |10+ CLEAR M5G

Fig 3.15 Test Result — Detail Report
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3.2.1.6 Showing link messages during test
If you check [ JSHOW LINK MESSAGE DURING TEST, all link messages will be added in report.

[ LINK MESSAGE ]
L CH SF BW POW  TIME FCNT Adr Ack B FP M CMD
U @& 7125 11.& REF ---- 8 8 - --- - Join-reguest NonCe=4195
D @ 7125 -38.8 ---- ---- @ @ - --- - lJein-accept RX1DROFfset=8, RXDela
U212 125 11.8 7.8@s5 2888 @ e 282 U Datalp ByteLen=16
o 212 125 -38.8 --- 8281 @ =] 224 U Activatem™
U 112 1325 11.%9 B.44s @@l @ @ 224 U DownlinkCounter cnt=2
b 112 125 -38.8 ---- 2282 @ ] @28 U LinkADRReq Fow=1,DR=8,Mask=87h,N
U 1121325 11.8 5,185 2882 @ @ - 224 U LinkaDRAns Pow=1, DR=1, Mask=1
O 112 125 -38.@ ---- 2883 @ @ - 224 U EchoRequest EchoLen=16
U @ 12 135 11.8 G5.355 @283 @ 2] 224 U EchoResponse Echo PASS
0D 8 12 125 -132.8 ---- 2884 @ 8 - 224 U Echoreguest EchoLen=16
U 212 135 11.82 G5.821s5 @284 @ 2 224 U EchoResponse EcCho PASS

Fig 3.16 Link Messages attached in Test Report

3.2.1.7 Showing graph
If you check [JSHOW GRAPH, it will show PER curve or TX power graph in report function window.

RX1 RX2 SENSITIVITY TEST

$ET
K10 [ 1087
meo |

a. The result graph of PER test

TX POWER Testvs. CH TX POWER Testvs. IDX [ ] autoScale
o
T v & ]
—— 2 :
1@ |
20 |
CHI CH2 CH3 (W& CHS CH6 CH 3® “pa P1 Pz P3 F: FT FE BT

b. The result graph of power test
Fig 3.17 Show Result Graph of PER and TX Power

3.2.1.8 Viewing Remote commands
If [View SPY MSG is checked, it shows remote control commands and responses between the application

and RWC5020x equipment.
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SCALE [ - | 1.0 [+ | |[conF:PRoTOCOL: REGTON EU_868
ACK

CLEARMSG _ |||ReaD:RF:uL_cH? 3
867.108808

3PY MESSAGE |

View SPY MSG (Max. 300 Lines)

Fig 3.18 Remote Message

3.2.2 LBT TEST

RWC5020x application provides LBT (listen before talk) test function. An RWC2020A is required for this test. In this
test, RWC5020x application assumes an RWC2020A is connected as an interferer.

Connect RWC5020x and RWC2020A with RS232 cable. RWC2020A will be controlled by RWC5020x through RS232
cable during LBT test. RWC2020A will make interference signals as you set up this RWC5020x application program.
RWC2020A can make single or multi-interferer signals up to 8 the same time. Users can check whether

RWC2020A is connected or not with this icon and message RWC2020A : NOT CONMECTED

3.2.2.1 Checking the connection to RWC2020A
User must check whether RWC2020A is connected or not before LBT test.

LBT test will not be run without RWC2020A LBT interferer.

3.2.2.2 Test Scenarios

The application provides two scenarios; channel and burst mode test.

In the channel mode test, RWC2020A transmits single tone to each channel that users selected
simultaneously. Users can set the test duration, reference power, and relative sub-channel power of
RWC2020A interfering signal.

In the burst mode test, RWC2020A alternatively transmits multi-tones according to the time schedule. Users

can set up the time duration of each signal burst.
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PERFORMANCE | il p NETE /] CONFIG

PER & POWER TEST ITEM

[] CHANMEL MODE TEST
LBT
[] BURST MODE TEST

NON-REGRESS

Wanted Signal Pathloss 41

Akl a0

Unwanted Signal Pathloss | 4.1

CHANMEL MODE PARAMETER

TESTTIME  REF POW CHOO CHOL CHDO2Z CHOS CHD4 CHOS  CHOB CHO7
[z -80[= [ o] V[ v[EE v]r v v e

BURST MODE PARAMETERS

TEST TIME
o ) DURATION | DURATION |
= POWER REPEAT
POWER
NORMAL BURST
POWER  DURATION POWER  DURATION
-83[= 10 192 10}

Fig 3.19 LBT Scenario configuration window

3.2.2.3 Channel mode test
Users can configure the reference power and relative sub channel power of RWC2020A interfering signal. If
you set channel relative powers same as fig 3.20, RWC2020A will generate eight interference channels and set

the absolute powers same as the values shown in the figure 3.20.

TESTTIME  REF POW CHOO CHO1 CHO2Z CHO3S CHO4 CHOS CHOG6 CHOV
1ot= -BO|= |+1 v"-l-l v"-l-l v"—S V||+1 v"-l-l v||+l v||+l v|

a. Relative channel powers

CH CHOO | CHO1 CHO2 CHO3 CHO4 |CHO5 |[CHO6 |[CHO7
Actual Power(dBm) -79 -79 -79 -83 -79 -79 -79 -79

b. Absolute channel power table

Fig 3.20 LBT Channel power configuration

3.2.2.4 Burst mode test
In burst mode test, users can configure the power and the duration of each burst signal as well as test

iteration. RWC2020A alternatively transmits two burst signals according to the power and duration.
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TEST ITERATION
e DURATION DURATION
= POWER REPEAT
POWER
NORMAL BURST “ee
POWER  DURATION POWER  DURATION
83 10 79[ 10

Fig 3.21 LBT Burst channel configuration

3.2.2.5 Starting LBT test and result

Click on &3 "M 3nd RWC5020x will start the communication with DUT and RWC2020A will generate

interference signal. While testing, RWC5020x will count up received packets per channel and display the result.

The DUT shall not use channels whose interference signal is above the reference value.

3.2.3 NON-REGRESSION TEST

This test function is only for gateways, and it will be activated under the gateway type of DUT test.

[ RedwoodComm : LoRaWAN Autotest( Version : 1.309 RWC5020x )

PROJECT SETUP UTILITY ABOUT

PERFORMANCE - NON-REGRESSION OF GW
PROJECT DEM
PATH D:\pr

DUT | new |G

(ORI | e || =

REPORT PA

l LORa CERTIFICATION I l ¥

~ @ wrt Frequency O wrrse | TIME " Elapsed
FUNCTIONS REATE REPORT OPEN REPORT O wert. Frequency and SF otal - 00:00.00
RFORMANCE RESULT INFO - PER/RSSI/SNR
|_sor |
(> I oo Dlur Pl w s B
. FREQUENCY | [M] r2:868.4000 | SF [ sre SF11
PER & POWER TESTITEM [7] TXOUT POWER MEASUREMENT [ r3:868.4000 M srs [ sr12
(] IPER/RSSI/SNR
BT O sensimviTy + | SNR vs. POWER DUT=GWT_EUB6S_V1e3_Classa { + | PER vs. POWER DUT=GWT_EUS63_V1e3_Classa |
FREQUENCY ERROR TOLERANCE 2raeviamm 3:000- 4000
NON-REGRESS [J cw INTERFERER IMMUNITY =
FREQUENCY SF PATHLOSS

[ [868.3000 2] [ sF7Bwi2s [] sF108w125
[ |ssss000 [+ [ sFeBwazs [ sFuswizs
[ |s68.7000 [ [ sFeBwW125 [] SF128W125

- [ sreBWSs00 02 5

1111

TX INTERVAL

PER/RSSI/SNR TEST PARAMETERS

# PACKET 10 £

+  RSSI CH MEAN DUTSGWT_EUBES V183 Ciassi{ + | RSSICH ERROR
1:24

DUT=GWT_EUSES_V183_Cla:

JSON PACKET MONITOR (Max. 100 Lines)

68.400000, "stat":1, "modu™
[‘monmor CLERR ,"rssiti-

13813

[ TEST CONDITION ]

P ¥ 1d8
ELAPSED TIME ) 03:07:31

[ View SPY MSG (Max. 300 Lines) | -

RXGAIN:LOW

Fig 3.22 Non-regression test control and parameters window

RWC5020x application program provides a new test method to verify gateway’s RF performance without an
external network server, which is a part of non-regression tests for gateways defined by SEMTECH. You do not need

to connect your gateway to any other network server because the RWX5020x application works as a network
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server. The test concept is shown in figure 3.23.

/" RWC5020x APP. /~ RWC5020x APP.
I R
SERVER | JSON SERVER || JSON
Send Tx Pkt. ] L pkty| CATEWAY CountRxPkt | | pky | CATEWAY
1§ J
| CONTROLLER | Send Pkts. | contRoLLER 1
\& ) 1 = /‘ '\\ 1 P 4
“R“;“ | Report Power Mod | | set Packet info.
Sammen) A T o —g—=
Measure Power 'F'—— { Send Tx Pkt.
{ ) Send Pkts.
_ RWC5020 Equipment | | RWC5020 Equipment |
a. TX test concept b. RX test concept

Figure 3.23 Test concept of the Non-regression test with RWC5020x

Users need to connect the DUT with the RWC5020x measurement equipment, and RWC2020A interference signal if
needed, and the PC that runs the RWC5020x application program acting as a server and a measurement controller,

as shown in Figure 3.24 below.

Ethernes

Rwcz, 204

) e
s \/P?“::Sp/fnc,

Gateway

/lh‘erfwence

3.24 The Concept of non-regression test of gateways

In order to let RWC5020x know the IP and the destination port of gateway, users have to set them manually.

SET @
GATEWAY 1P 192.168.0.59
SERVER PORT 1780

SERVER IP : 10.0.0.228

Fig 3.25 The IP and PORT setup for non-regression test
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Non-regression test consists of 5 automated test function such as TX output power calibration, PER/RSSI/SNR,
sensitivity, frequency error tolerance, CW interferer immunity test, and inter-modulation immunity. RWC5020x
application program provides minimal amount of server functionality to respond to the request from a gateway.
If you set the [JShow JSON PKT checked, a monitor box appears and shows all JSON packets transmitted and

received during the test.

3.2.3.1 TX output power calibration

This function measures TX output power of the DUT (gateway) and shows the power properties and makes
property table.

In this test, the RWC5020x application program makes DUT transmit signal according to the setup power
through LAN with JSON and RWC5020x equipment measures the TX power of the DUT. Users can use this
function as a calibrator for gateway.

User can set up power start, power step, number of powers, and number of packets.

TX POWER CALIBRATION PARAMETERS
POW START POW STEP #POW POW STOP # PACKET

13 FHuaam [ 1 e 8 B | 10 |em | 10 E

Fig 3.26 Parameters for TX PWER CALIBRATION

Users cannot change stop power. It will be calculated according to the power start and power step values

automatically.

3.2.3.2 PER/RSSI/SNR

This function measures the PER (packet error rate), reads and shows the RSSI(Rx Signal Strength Indication)
and SNR(Signal to Noise Ratio) information from the gateway using JSON.

In this test, RWC5020x equipment transmits LoRa signal and RWC5020x application asks the gateway for RSSI,
SNR and the number of received packets. RWC5020x application calculates PER using the number of packets
that equipment sent and the number of packets that gateway received and shows the result graphically.
Power step is fixed at 1dB and Power range is also fixed.

The transmit payload is ‘all zeros’. Users cannot modify the payload.

PER/RSEI/SMR TEST PARAMETERS

-

# PACKET 1o POW STEP 1dE

-

Fig 3.27 Parameters for PER/RSSI/SNR
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RESULT INFC : TX OUT POWER MEASUREMENT

FREQ_1

sF7 [] sFae [] sFa-s00 LEGEND

DuT=test PKT=10 PLSize=16

FREQUENCY | 7] rReq_2 SF sre [ sF1a F1:904.5
[ rrea_3 sFg [] sF12
+| SNRvs.POWER [ LEGEND  DuT=test PKT=22 PLSizesié

uT=te
F1:984.5

PERvs. POWER [ LEGEND D
T
|

UT=:
1:9

Test
02,5

PXT=12 PLSize=16

+ | RSSICH, MEAN LEGEND  DUTs:

UTszest PKT=18 PLSizesis
F1:984.5

+ | RSSICH.ERROR LEGEND  DUT=

F1:824.5

3t PKT=12 PLSizesis

3.2.3.3 SENSITIVITY

This function measures the PER (packet error rate) with respect to the power and searches the sensitivity

using the measured PER.

While testing, RWC5020x equipment transmits LoRa signal and RWC5020x application asks the gateway for
the number of received packet. RWC5020x application calculates PER using the number of packets that the

equipment sent and the number of packets that the gateway received and shows the result graphically.

Fig 3.28 The test result of PER/RSSI/SN

The power step is fixed at 1dB and power range is also fixed in range -140 to -100dBm.

Users may modify only the number of packet. More packets will make more reliable results.

The transmit payload is ‘all zeros’. Users cannot modify the payload.

SENSITIVITY and FER TEST PARAMETERS

# PACKET

10 |2 POW STEP 1dB

Fig 3.29 Parameters for SENSITIVITY
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RESULT INFO : TX OUT POWER MEASUREMENT

FREQ_1 SF7 sF10 [] sFs-500 LEGEND DuT=test PKT=1@ PLSize=16
FREQUENCY | [] Freq_2 SF SFs SF11 F1:984.5 F2:9e4.5 F3:9@4.7
[] FrREQ 2 SF9 SF12
SENSITIVITY vs. POWER [ LEGEND DUT=test PKT=12 PLSize=16

F1:904.5 F2:904.5 F3:9€4.7

Fig 3.30 The test result of SENSITIVITY

3.2.3.4 Frequency error tolerance

This function measures the immunity properties with respect to the frequency error of the DUT (gateway)
using the packet error rate. It is available only with RWC5020B and RWC5020M.

In this test, RWC5020B/M equipment transmits LoRa signal with frequency offset and RWC5020x application
asks the gateway for the number of received packet and calculates PER using the number of packets that the
equipment sent and the number of packets that DUT received. TX Power of RWC5020x is fixed at -100dBm and
frequency offset step is fixed at 1.0 ppm. Users may modify the number of packets to be tested.

The transmit payload is ‘all zeros’. Users cannot modify the payload.

FREQUEMCY TOLERAMNCE PARAMETERS

Iy

# PACKET 0 [

POWER -100.0 dBm
OFFSETSTEP  1ppm

Fig 3.31 Parameters for FREQUENCY ERROR TOLERANCE
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RESULT INFO - TK OUT FOVWER MEASUREMENT
FREQ_1 SFT sF1o [] sFe-500 LEGEND DUT=demo PKT=1@ PLSize=16
FREQUENCY | [7] Freq_2 sF sFa SF11 F1:864.3
[] FrReEQ_=2 SF9 SF12
FREQUENCY ERROR TOLERANCE DUT=denc PKT=18 PLSize=16
£1:864.3
Lo 1 [‘-“
1_ser
F1_SF8
F1_5F3 e—e
F1_sF1e
F1_5F11 e—a
F1_S5F12 o—e
I
||I
f I A
\ '\ ||
\ [\ [\ ||
dol dod dod

Fig 3.32 The test result of FREQUENCY ERROR TOLERANCE

3.2.3.5 CW immunity against the interferences with frequency offset.

This function measures the immunity properties of the gateway against interference signal of variant

frequencies and powers.

In this test, RWC5020x equipment transmits LoORaWAN signal as a wanted signal, RWC2020A transmits CW as

an interference signal and RWC5020x application asks the gateway (DUT) for the number of received packet

during the test.
CW INTERFERER PARMAETERS

RWC5020x Signal Generator

PAYLOAD # PACKET o = TARGET PER | 0.500 |2

SF7 SFB 5F9 SF10 5F11 SF12
SIGNAL POWER | -121.0 =] -124.0 (= -127.0 | = -130.0 = -135.0 = -136.0 |=

m
=]

[=1

SFEBWS00
-136.0 [2]] dam

Fig 3.33 CW Interferer test parameters
RWC5020x application finds the interferer power level of the PER that meets target PER while calculating PER

using the number of packet gateway received. Users can set payload size, number of packets, target PER, and

each power for the each spreading factor respectively. The transmit payload is ‘all zeros’. Users cannot modify
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the payload.

RWC2020A interferer generator is required to test CW interferer immunity shown in the figure 3.34.

RESULT INFO : CW INTERFERER IMMUNITY

F1:264.3000 SFT SF10 /] SF2-500 LEGEND
FREQUENCY | ] r2:264.5000 SF SFE SF11
[] F2:2e2.5000 SF9 SF12
CW INTERFERER IMINUMNITY SHOW SPEC DUT=GWT_PERF_NRT PKT=12 FLSize=16
Fl:864_ 3288
1_SF7BW125

._SF12BW1258¢—e
._SFBEW588 *—=o

Fig 3.34 The test result of CW Interferer Immunity
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3.3 Link Analyzer

Using this function, you can monitor all operations of DUT and dump all link messages in user friendly format from
RWC5020x while linking with DUT.

Link analyzer consists of Link message tool, script editor, and payload editor.

Using payload editor, users can send mac commandy(s) or user defined packet while linking.

In addition, using script editor addition, users can create a script and play it while linking. You can add or remove a group

of commands named ACTION which includes single, multiple MAC commands, and user defined payload.

LINK ANALYZER 1.0.x

REPORTPATH D
FILE NAME

LINK MESSAGE Clear Before Start Show raw data START SAVING

PAYLOAD EDITOR

ime Del FCnt Adr Ack FP AAR B Port M  Dwell ) CONTENTS
MAC COMMAND (PAYLOAD) [ ] USER DEFINED

[ ser [oevice_sTatus v

[J SET | DEVICE_STATUS ~

[] SET |DEVICE_STATUS v

3 DEIEOE [

SCALE -] 10 [+
CLEAR MG
CLEAR SPY MSG
SAVE SPY MSG

[ view Remote Message

[T [RWC20204 : NOT CONNECTED DUT PORT

Fig 3.35 Link Analyzer

3.3.1 Saving link message

Click on @23 smar button in link message window and RWC5020x will start dumping all link messages between
RWC5020x and DUT line by line. Clicking on button will stop RWC5020x from dumping. All link

START SAVING

messages can be saved any time with time stamped file name by clicking on button. When you click the
[START SAVING] button, the program starts saving the link message in real time, shows the saving status with a
progress bar, and you can see the file name.

Change the naming option in the environment menu to specify the desired file name.
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3.3.2 Payload editor

3.3.2.1 Sending Commands
You can edit MAC commands in link script editor window. You can select single or multiple commands by
checking one, two, or three SET  When multiple [ SET  are selected, multiple MAC commands are added

in a single frame. The maximum number of multiple MAC commands in a frame is limited to 3 on RWC5020x

equipment.

RedwoodComm : L

ECT SETUP  UTIUT AB! LINK ANALYZER

PROJECT DUT NAME REPORT PATH
PATH 5 RWCS5020x demo ' FILE NAME

LoRa cermirication | | J# perFORMANCE . FUNCTIONS

LINK MESSAGE [] ClearBefore Start Show raw data STARTSAVING [

O _uycyceni ook |

Time Del FCnt Adr Ack FP AAR B Port , CONTENTS

[“WAC COMMAND (PATLOAD) 1] User Defnea. T ¢ < TR b SEeney
s i A - {RXTimingSetans)
2 eee! s 991  NoPayload
- - olcounter(s) Cotas
[A seT [pevice_status v] . Dlcounter(s) ntas
: Devstatusteq
{Devstatusans) Batterys254,
DlCounter(6) Cnteé
DlCounter (&) Cnt=6
RX_PARAM_SETUP Parameters
- ————— tReq RX1DROFF S
[ SET |RX_PARAM_SETUP v RX1_DR_OFF 1= RX2_FREQ 869.525 2~ u - = s {Devstatusans) Batterys254,
’ f {RxParamsetans)  RXI0ROffsete
RKQOR  [DRO_SF128W125 - | e . ) NoPayload
w2 8 - - - )
] Wi—ﬂ‘éﬁ‘%‘k— - gyt RIngSetheq %ﬂy-
u 4 @ 12 125 - e - e 1318 {RXTimingSetans)
b 4 e 12 125 9% ®55 a NoPayload
VJ v 1 @ 12 128 L - 0 DlCounter(1e) Cnte10
v 1 e 12 12 2 ° Dlcounter(10) Cnta10
v 7 @ 12 128 ° ° DlCounter(10) Cnte10
[ [fe 7 e 22 228 e e olCounter(1e) Catale
v 4 @ 12 128 e e DlCounter(1e) Cnt=10
MR = ) - v 6 0 12 125 2 e olcounter(1e) ¢ntee
PT EDITOR > | M &0 l DL I ax I'] - Ea I 104D v 3 @ 12 125 e - @ DlCounter(10) Cnte10
E 0 b 3 e 12 125 ° o - - Devstatusreq
. demo_MAC_Script_Proc_1 v 2 e 12 125 e - o {Devstatusans) Batterys2ss,
2 v 1 e 12 125 e e DlCounter(11) Cnte11
v 2 0 12 125 2 ° Dlcounter(11) Cotan v
< >
ue PAVLON C A + | [jpex ~
iR INCPAYLORD SREL 10 L | Lo
PAYLOAD_SIZE 16 CLEARMSG ||facx
PAYLOAD_PORT 99 EXEC:LINK:STOP
g y SPYMESSAGE  [acy
steep 1 v
[ View SPY MSG (Max. 300 Lines) XEST

DUT PORT |

Fig 3.36 Sending multiple commands in a single packet

When User Defined s checked, user definable command edit window will appear.

PAYLOAD EDITOR | DLSLOT MSG TYPE CMD FIELD RESP TO
O () (]
Ome @ 0 [ s |

MAC COMMAND (FOPTS) USER DEFINED
User Defined MAC CMD Parameters

SET FOPTS SIZE 8=

FOPTS  16(posi6)
0000000D00000001
MAC PAYLOAD USER DATA
PAYLOAD SIZE 162 FPORT 99[=

PAYLOAD  32{POS0)
00000000000000000000000000000001

Fig 3.37 An Example for User defined commands in FOPTS and MAC PAYLOAD USER DATA
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3.3.2.3 Malfunction test

Users can send the MAC commands which includes error intentionally inserted using malfunction. This

function is also applied to GWT.

LoRa CERTIFICATION | | M8 PERFORMANCE = IRl | . Funcrions

PAYLOAD EDITOR DLSI.OT MSG TYPE (MD FIELD RESPTO
CONFIG
SEND CMD

Fig 3.38 Malfunction status window in PAYLOAD EDITOR

Test Procedure
Activation — Start link analyzer and make a activation with DUT.
MAC command selection - Select a mac command referring 3.3.2.1

Malfunction Editing - Click [SET] button in MALFUNCTION area and select the types of error which
you want to add like fig. 3.36. To generate an intentional MIC error, set MIC_ERROR to ON. To modify
the MAC header part, set MHDR_ERROR to ON and configure the XOR_MHDR value. XOR_MHDR
value is exclusive OR with MAC Header. To modify the Frame header part, set FHDR_ERROR to ON
and configure the XOR_FHDR value. XOR_FHDR value is exclusive OR with Frame Header.

MALFUNCTION

MALFUNCTION >

MIC ERROR
¥OR_MHDR Ox 00
Y¥OR_FHDR Ox DO0000D0000000

Fig 3.39 Malfunction configuration parameters

MAC command transmission - Clicking [SEND CMD] button will send MAC commands and
malfunction setup commands to the equipment. Then RWC5020x will send the intentionally

malfunctioned MAC command to the DUT.
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3.3.2.2 Mac Commander Parameters

DOWNLINK SLOT

When RWC5020x emulates Gateway/Server mode (EDT), it could respond to the uplink frame by

downlink frame using RX1 window or RX2 window. Using this parameter, users can select RX window

oL O
SL0T @

Fig 3.40 MESSAGE TYPE

for testing the DUT.

MAC CMD_TYPE

This parameter defines the type of MAC command to be transmitted: confirmed or unconfirmed.

MESSAGE O
™PE @

Fig 3.41 COMMAND FILED

MAC CMD_FIELD

This parameter defines the type of field where MAC command is stored in a frame: payload or

option field.
coMMAND O
FIELD @
Fig 3.42 RESPONSE TIME OUT
RESP TIMEOUT

This parameter defines MAC answer time-out after sending MAC command.

RESP =
v co |
Fig 3.43 Response time out value
FOPTS_SIZE
This parameter defines the size of FOpts field. This parameter is shown if MAC_CMD_FIELD set as

FOPTION.

FOPTS
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This parameter defines the content of FOpts in hexadecimal format. This parameter is shown if

MAC_CMD_FIELD set as FOPTION.

MAC CMD: DEV_STATUS

This parameter is for sending DevStatusReq command to DUT, which expects DevStatusAns command
from it. DevStatusReq command requests the status of the End Device and does not have any

parameter.

MAC _CMD: LINK _ADR

This parameter is for sending LinkADRReq command to DUT, which expects LinkADRAns command
from it. LinkADRReq command requests the End Device to change data rate, transmit power,

repetition rate or channel.

ADR DR

This parameter is the requested data rate of End Device for uplink message.

ADR_TXPOW

This parameter is the requested output power of End Device for uplink message.

ADR CH MASK
This parameter encodes the channels usable for uplink access. A bit in the CH_MASK field set to

1 means that the corresponding channel can be used for uplink transmissions.

ADR_MASK CTRL

This parameter controls the interpretation of the previously defined CH_MASK bit mask. It
controls the block of 16 channels to which the CH_MASK applies. It can also be used to globally

turn on or off all channels using specific modulation.

ADR_NB_TRANS

This parameter is the number of transmissions for each uplink message.

MAC CMD: DUTY CYCLE

This parameter is for sending DutyCycleReq command to DUT, which expects DutyCycleAns command
from it. DutyCycleReq command sets the maximum aggregated transmit duty-cycle of the End

Device.

MAX _DUTY_ CYCLE

This parameter is used by the network coordinator to limit the maximum aggregate transmit
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duty cycle of an End Device.

MAC _CMD: RX_PARAM_SETUP

This parameter is for sending RXParamSetupReq command to DUT, which expects RXParamSetupAns

command from it. RXParamSetupReq command sets the reception slots parameters.

RX1 DR_OFFSET

This parameter sets the offset between the uplink data rate and the downlink data rate used to

communicate with End Device on the first reception slot (RX1).

RX2 _FREQ

This parameter defines the frequency of a downlink using the second receive window.

RX2_ DR the data rate of a downlink using the second receive window

This parameter defines the data rate of a downlink using the second receive window.

MAC CMD: TX PARAM_ SETUP

This parameter is for sending TXParamSetupReq command to DUT, which expects TXParamSetupAns
command from it. TXParamSetupReq command is used by the network server to set the maximum

allowed dwell time and Max EIRP of End Device, based on local regulations.

MAX_EIRP
This parameter corresponds to an upper bound on the device’s radio transmit power. The device

is not required to transmit at that power, but shall never radiate more that this specified EIRP.

Coded Value 0 1 2 3 |4 5 |6 7 8 9 10 |11 {12 |13 |14 |15

Max EIRP (dBm) | 8 10 |12 |13 (14 |16 |18 |20 |21 |24 |26 |27 (29 |30 |33 |36

UL DWELL TIME

This parameter corresponds to the maximum allowed dwell time for uplink transmissions.

DL DWELL TIME

This parameter corresponds to the maximum allowed dwell time for downlink transmissions.

MAC CMD: NEW_CHANNEL

This parameter is for sending NewChannelReq command to DUT, which expects NewChannelAns

command from it. NewChannelReq command creates or modifies the definition of a radio channel.

NEW _CH MODE
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This parameter can be used to either modify the parameters of an existing bidirectional channel
or to create a new one. To create or modify the channel, set this parameter as ‘CREATE’. To

delete the channel, set this parameter as ‘DELETE’

NEW_CH INDEX

This parameter is the index of the channel being created or modified.

NEW_CH MAX DR

This parameter designates the highest uplink data rate allowed on this channel.

NEW_CH MIN_DR

This parameter designates the lowest uplink data rate allowed on this channel.

MAC CMD: DL_CHANNEL

This parameter is for sending DIChannelReq command to DUT, which expects DIChannelAns
command from it. DIChannelReq command sets the network to associate a different downlink

frequency to the RX1 slot.

DL_CH_INDEX

This parameter is the index of the channel whose downlink frequency is modified.

DL _CH FREQ

This parameter is the corresponding downlink frequency value of a 24 bits unsigned integer. The

actual downlink frequency in Hz is 100 x DL_CH_FREQ.

MAC CMD: RX TIMING SETUP

This parameter is for sending RXTimingSetupReq command to DUT, which expects RXTimingSetupAns

command from it. RXTimingSetupReq command sets the timing of the of the reception slots.

RECEIVE_DELAY
The first receive window RX1 opens RECEIVE_DELAY seconds after the end of the uplink

modulation.

MAC _CMD: USER_DEFINED

This parameter is for sending a user-defined command to DUT, which includes user-defined data of

user-defined length.

FPORT

This parameter defines the FPort number of a user-defined MAC Command.

62



\ #
imeﬂmﬂnﬂ&:mm

PAYLOAD SIZE

This parameter defines the size of payload of a user-defined MAC Command.

PAYLOAD

This parameter defines the content of payload in hexadecimal format.

MAC CMD: ACTIVATE_TM

This parameter is for sending Activate test mode command to DUT, which starts test mode when 4

bytes payload with value 0x01010101 is sent to DUT.

MAC CMD: DEACTIVATE T™M

This parameter is for sending Deactivate test mode command to DUT, which stops test mode and the

DUT goes back to normal applicative operation.

MAC _CMD: CONFIRMED_TM

This parameter is for sending Confirmed frames command to DUT, which requests DUT to send the
consequent uplink packets with a message type ‘Confirmed’. It may be meaningful only after

certification test mode is enabled by Activate test mode command.

MAC CMD: UNCONFIRMED _TM

This parameter is for sending Unconfirmed frames command to DUT, which requests DUT to send the
consequent uplink packets with a message type ‘Unconfirmed’. It may be meaningful only after

certification test mode is enabled by Activate test mode command.

MAC CMD: ECHO REQUEST TM

This parameter is for sending EchoRequest command to DUT, which requests DUT to reply with
EchoResponse. It may be meaningful only after certification test mode is enabled by Activate test

mode command.

ECHO LEN

This parameter indicates the length of payload in EchoRequest command.

PAYLOAD

This parameter defines the content of payload in hexadecimal format.

MAC CMD: TRIGGER JOIN REQ T™M
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This parameter is for sending Trigger Join Request command to DUT, which requests DUT to send

Join-request. It may be meaningful only after certification test mode is enabled by Activate test mode

command.

MAC CMD: ENABLE CW_MODE_TM

This parameter is for sending Enable Continuous Wave Mode command to DUT, which requests DUT
to send continuous wave (CW) signal based on the values in the payload. It may be meaningful only

after certification test mode is enabled by Activate test mode command.

CW_TIMEOUT

This parameter indicates the timeout for CW transmission.

CW_FRE

This parameter indicates the frequency of CW signal.

CW_POW

This parameter indicates the power of CW signal.

MAC CMD: BEACON_FREQ

This parameter is for sending BeaconFreqReq command to DUT, which expects BeaconFreqAns

command from it. BeaconFreqReq command sets the network to associate new beacon frequency

BEACON_ FREQ

This parameter is the corresponding beacon frequency value of a 24 bits unsigned integer.

MAC_CMD: PING_SLOT_CH_REQ

This parameter is for sending PingSlotChannelReq command to DUT, which expects PingSlotFreqAns
command from it. PingSlotChannelReq command modifies the frequency and/or the data rate on
which the end-device expects the downlink pings

PING DR

This parameter is the index of the Data Rate used for the ping-slot downlinks.

PING_FREQ
This parameter is the corresponding ping channel frequency value of a 24 bits unsigned integer.

The actual ping channel frequency in Hz is 100 x PING_FREQ.

MAC _CMD: FORCE REJOIN
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This parameter is for sending ForceRejoinReq to DUT, which expects no answer from it. With the
ForceRejoinReq command, the network asks a device to immediately transmit a Rejoin-Request Type

0 or type 2 message with a programmable number of retries, periodicity and data rate.

REJOIN_DR

This parameter is the data rate of Rejoin-Request.

REJOIN_TYPE

This parameter is the type of Rejoin-Request.

REJOIN_RETRY

This parameter is the total number of times DUT will retry Rejoin-Request.

REJOIN_PERIOD

This parameter is the delay between retransmissions. The actual delay is 32 x 2P¢"° + Rand32

seconds, where Rand32 is a pseudo-random number in the [0:32] range.

MAC CMD: REJOIN SETUP

This parameter is for sending RejoinParamSetupReq command to DUT, which expects
RejoinParamSetupAns command from it. RejoinParamSetupReq command sets the network to
request DUT to periodically send a RejoinReq Type 0 message with a programmable periodicity

defined as a time of a number of uplinks.

REJOIN_MAX TIME N

This parameter is the max time T. DUT must send a Rejoin-Request Type O at least every 2™10

seconds.

REJOIN MAX CNT N

This parameter is the max count C. DUT must send a Rejoin-Request Type O at least every 2+

uplink messages.

MAC CMD: ADR_SETUP

This parameter is for sending ADRParamSetupReq command to DUT, which expects
ADRParamSetupAns command from it. ADRParamSetupReq command allows changing the

ADR_ACK_LIMIT and ADR_ACK_DELAY parameters defining the ADR back-off algorithm.

ADR_LIMIT_EXP
This parameter is used to set ADR_ACK_LIMIT parameter value:

ADR_ACK_LIMIT = 2A0R_LMIT_EXP
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ADR_DELAY_EXP
This parameter is used to set ADR_ACK_DELAY parameter value:
ADR_ACK_DELAY = 2APR_DELAY_EXP

3.3.3 Script editor
This function provides a method to create a scenario that sends mac commands sequentially. The scenario
consists of actions which includes a single or multiple commands, information, and sleep time that creates wait
times in between actions. Users can add, remove, or edit a single or multiple commands in an action and modify

the wait time.

You can edit MAC commands in link script editor window using buttons.

3.3.3.1 Adding commands
In order to add an action, have oSET checked with at least one command which you want to add. By clicking
[add] button you can add commands and parameters in action format.

Script editor does not check if the commands are the same or not. It means same commands could be added

in single action. You must check whether it is intended or not by yourself.

PAYLOAD EDITOR | DLsU MALFUNCTIO!
[ |
SEND ®

MAC COMMAND (PAYLOAD) ] USER DEFINED

SET |DE\."ICE_STATUS v|
[ ET [pEvice_sTaTUs “
[ seT [pevice_sTaTus ~|

SCRIPT EDITOR [ COMMAND peL || cr | L T [|save || | todn +
|2 wow [ e | [ 200 Jloe fom [lu 2] save ]| o -

=~ edt_perf_cnd70_2_MAC_Script_Proc_1
i... UNCONFIRMED | PAYLOAD | 58 | RXL

‘.. DEVICE_STATUS

i SLEEP 1

Fig 3.44 Adding an action into Script Editor
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PAYLOAD EDITOR

CONFIG
SEND

MAC COMMAND (FOPTS) [] USER DEFINED

LinkADRReq Parameters
[ seT |LINK_ADR_REQ v| DR |DR2_SFIDEW17_"1 v| TX_POW NB_TRANS o]
MASK_CTRL CH_MASK Ox ?E

DUTY_CYCLE Parameters

@ s .o

[[] SET |DEVICE_sTATUS “

MAC PAYLOAD USER DATA

PAYLOAD SIZE | 5[z reorT | ssfz]
PAYLOAD  32(pos32)

1

SCRIPT EDITOR commano [

edt_perf_cnd70_2_MAC_Script_Proc_1
- UNCONFIRMED | FOPTS| 68| RX1
- DEVICE_STATUS
MAC_PAYLOAD
- SLEEF 1
- edt_perf_cnd70_2_MAC_Script_Proc_2
. UNCONFIRMED | FOPTS | 68| RX1
[~ LINK_ADR_REQ
[~ BUTY_CYCLE
- MAC_PAYLOAD
-~ SLEEF 1

Fig 3.45 Adding an action that includes two commands

SLEEP function makes RWC5020x wait for a certain duration of time before sending the next command. The

duration of wait time can be edited by the users.

D - demo_MAC_Script_Proc_1

UMCONFIRMED | PAYLOAD
DEVICE_STATUS

B- demo_MAC_Script_Proc_2
UMCONFIRMED | PAYLOAD
LINK_ADR_REQ
DUTY_CYCLE

SLEEP 1

[=- demo_MAC_Script_Proc_1
i L. UNCONFIRMED|PAYLOAD
DEVICE_STATUS
mo_MAC_Script_Proc_2
UNCONF TRMED | PAYLOAD
- LINK_ADR_REQ

[ DUTY CYCLE

g

Fig 3.46 Editing SLEEP time between actions
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3.3.3.2 Moving commands

You can move actions up or down using |+ I buttons. At first select an action and move it.

| eSLEEP 1 ~
E| demo_MAC_Script_Proc_2

.- UNCONF IRMED | PAYLOAD

[~ LINK_ADR_REQ

[@]- DUTY_CYCLE

i L.SLEEP 1

El- dema_MAC_Script_Proc_3

.- UNCONF IRMED | PAYLOAD

- ACTIVATE_TM

cicrn a

- demo_MAC_Script_Proc_3 A
... UNCONFIRMED | PAYLOAD
- ACTIVATE_THM

| i.SLEEP 1

E| demo_MAC_Script_Proc_1
... UNCONFIRMED | PAYLOAD
... DEVICE_STATUS

i i-SLEEP 1

- demo_MAC_Script_Proc_2

smrancTournlneu aen

Fig 3.47 Moving an action.

3.3.3.3 Deleting actions

You can delete actions by clicking [DEL] button. Script editor will not ask whether you want to delete it or not.

Therefore, use [DEL] button carefully to not delete any commands.

Script Editor [T JE A0 | DEL | CIR

l:‘ =~ demo_MAC_Script_Proc_3 ~
.. UNCONFIRMED | PAYLOAD

- ACTIVATE_TM

i L.SLEEP 1
emo_MAC_Script_Proc_1
.. UNCONFIRMED | PAYLOAD
... DEVICE_STATUS

- SLEEF 1

=% emo_MAC_Script_Proc_2
.. UNCONFIRMED | PAYLOAD

(- LINK_ADR_REQ
[- DUTY_CYCLE
. SLEEF 1 w

Script Editor [ > 1Y

|:| =~ dema_MAC_Script_Proc_3

UNCONFIRMED | PAYLOAD
ACTIVATE_TM

SLEEF 1

[=E demo_MAC_Script_Proc_2
{ UNCONFIRMED | PAYLOAD
LINK_ADR_REQ
DUTY_CYCLE

i SLEEP 1

Fig 3.48 Deleting an action.
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3.3.3.4 Renaming actions
You can edit the names of the actions or parameters and even commands.
Click left mouse button to edit. The Application will not verify you whether they are actions, parameters or the

commands. Rename very carefully not to rename the commands.

Script Editor [ > 0T app | oL | ar Ju]r (04D

a-{dem_mc_scr‘ipt_Pmc_l |
UNCONFIRMED | PAYLOAD
ACTIVATE_TM
: SLEEP 1
B demo_MAC_Script_Proc_2
i UNCONFIRMED | PAYLOAD
[ LINK_ADR_REQ
[ DUTY_CYCLE
L. SLEEF 1

Fig 3.49 Renaming action title.

Define the PAYLOAD TYPE as UNCONFIRMED or CONFIRMED and define the CMD FIELD as PAYLOAD or

FOPTION. You can verify what you selected from action’s information YMCONFIRMED|FOFTION| 224

3.3.3.5 Running actions

Clicking [SEPEEGHGE] 823 run  \yill make RWC5020x send MAC commands to DUT according to the script.
Before running script, RWC5020x must be in running link analyzer. If it is not in running link analyzer, the
application will let RWC5020x run link analyzer automatically while running script.

[RUN] button will be activated after creating a project and DUT and connection with RWC5020x is complete.
While running, it indicates the item that is being tested and shows tested results beside the commands that

have been sent as follows.

scrieTepior = B2 TR [ 200 [ o [ cr [ o] 1] [ (save| | woro § - |
. = demo_MAC_Script_Proc_1 ~
|- unCONF IRMED | PAYLOAD| 60
- DEVICE_STATUS :[Result @6 FE 20 Batterys254, SNRe-32 |
----- SLEEP 10
(= demo_MAC_Seript_Proc_2
UNCONF IRMED | PAYLOAD | 60
DEVICE_STATUS
RX_PARAM_SETUP
SLEEP 1
lemo_MAC_Script_Proc_3
i UNCONFIRMED| PAYLOAD| 6@ -

Fig 3.50 Running script screen

3.3.3.6 Saving Script
You can save the script to keep what you have edited. After modifying your script, click and select a
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folder to decide where you want to save it.

3.3.3.7 Opening Script

You can recall the saved script you edited previously. Just click | °" | and select the saved script file.

3.4 Functions
It has four special functions such as MFG, NST SG(Signal Generator), NST SA(Signal Analyzer) and FUOTA TEST.

3.4.1 MFG (Manufacturing)
This function is for a quick test for manufacturing. It helps users measure PER and the TX power of DUT very fast
and easily.
For this function, a special function has to be prepared in DUT first. In the special mode of DUT, transmitting
MEAS_START_FLAG, counting packets, recognizing MEAS_STOP_FLAG, and transmitting three same report frames
functions should be prepared.
For the DUT information, “user data” such as serial number can be added in the MEAS_START_FLAG packet.
Clicking on | &2 " \yill make RWC5020x start waiting for the MEAS_START FLAG MFG from DUT.

3.4.1.1 Test concept

MEAS_START_FLAG packet transmitted from DUT will make RWC5020x start transmitting packets to DUT at
the power specified by users. After transmitting the MEAS_START_FLAG, DUT must switch to RX mode to
receive packets from RWC5020x and count the number of the packets received.

After transmitting all packets, RWC5020x will transmit MEAS_END_FLAG packet that stops DUT from counting
and report the number of received packets.

After receiving the MESA_END_FLAG from RWC5020x, DUT must transmit report frame including the number
of received frames three times within TIMEOUT time.

Whenever DUT transmits any frame RWC5020x measures the TX power of DUT and show the averaged value

after receiving report packets.

70



\ #
imeﬂwﬂﬂd&wmm

— Fowar On
alEF] .
initiate the test with START FLAG DUTTX
Initiate | ouT transmits START_FLAG
STEP? ~—
: | DUT R =
| Send the LoRa test packet (1) Mo Test packet
intera| Send the LoRa tes recaived
il LoKa test packet (2) ithin TO;
terval L
wtertal, | Send the LoRa test packer (3) ves
DUT counts the number of packets
. Count 7that received successilly
) send the LoRa test packet N
ntenval, | Close the test with END FLag
q U END_FLAG NS Tester veraicts a5 FAIL
received? by report timeout
S wait ime
. STEP 3 | » s00ms s
Report the number of received packets (K] ¥ Lo
p At DUT transmits the report packet
Aeport the umbser of received packets 1K) ' Repon (Kvalue in paykoad) P
r ud \ v
Regort the number of received packets (K] —
User's
next
action

Fig 3.51 Test scenario for manufacturing

3.4.1.2 Protocol Parameters

MODULATION

This parameter defines the modulation type of MFG test; LoRa, FSK or CW.
DUT_TYPE

This parameter defines the DUT type of MFG test; End_device, Gateway, Unknow. TX/RX signal
polarity and CR value will be set automatically depends on DUT type.

NETWORK

This parameter indicates the type of LoRa network (synchronization word) to be used in LoRa
modulation in MFG test.

This parameter defines the bandwidth of a LoRa test frame to be used in MFG test.

This parameter defines the spreading factor of a LoRa test frame to be used in MFG test. If this value
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is set as ANY, RWC5020x receives any kind of SF packets and apply this SF value for TX packets.

This parameter defines the coding rate of a LoRa test frame to be used in MFG test, which is

applicable only when DUT_TYPE is ‘GATEWAY’.

PREAMBLE_SIZE

This parameter defines the preamble size of a LoRa test frame to be used in MFG test.

PAYLOAD_SIZE

This parameter defines the size of payload of LoRa test frame in MFG test.

PAYLOAD

This parameter defines the content of payload in hexadecimal format in MFG test.

FM_DEVIATION

This parameter defines the FM deviation value for FSK modulation.

DATA RATE

This parameter defines the data rate value for FSK modulation.

SYNC WORD_SIZE

This parameter defines the Sync word size for FSK modulation

SYNC WORD

This parameter defines the Sync word for FSK modulation

TX_POLARITY

This parameter defines the TX signal polarity.

72



\ #
imeﬂmﬂnﬂ&:mm

RX_POLARITY

This parameter defines the RX signal polarity.

REPEAT_NUM

This parameter defines the number of transmission of a LoRa test frame to be used in MFG test.

INTERVAL

This parameter defines the time interval between consecutive LoRa test frames to be used in MFG

test.

PER_CRITERIA

This parameter defines the user’s criteria of the result value of PER measurement in MFG test.

POW_CRITERIA_UPPER

This parameter defines the user’s upper criteria of the result value of Power measurement in MFG

test.

POW_CRITERIA_LOWER

This parameter defines the user’s lower criteria of the result value of Power measurement in MFG

test.

TIME_OUT

This parameter defines the timeout until RWC5020x waits for a LoRa frame from DUT.

3.4.1.3 RF Parameters
TX_POW

This parameter defines the output power of RWC5020x in dBm.

PATH_LOSS
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Users can set the path loss between RF port of RWC5020x and DUT RF port. The measured power will

be compensated with the defined path loss.

FREQ

This parameter defines the frequency of RWC5020x

3.4.1.4 Getting the result
Users can take measured result of the PER and TX Power of DUT using remote commands.
Commands for

Reading the measured power of DUT : READ:NST:MFG:POW?
Reading the measured PER of DUT : READ:NST:MFG:PER?
Reading the user data in MEAS_START_FLAG frame:  READ:NST:MFG:DUT_INFO?

For all other remote commands, refer to the Remote Control Programming manual.

SETUP

UTILITY  ABOUT

= - . = ; @ were Frequency O wre. 8
‘ LORa CERTIFICATION | ‘ @i perRFORMANCE ‘ | ' LINK ANALYZER ‘ ‘ L ﬂCREATE REPORT | |5 OPENREPORT | (% 0 or o e
m 03 run DEFAULT savE( | ‘CLEAR Quic ci
m RF A SEQ  TIME DATA Pow PER VERDICT 1
TXPOW 1300 > [ co0one  snRwaizast 102 0020 PASS
NSTSG FREQ 900.000000 1 0000:13  SN:RWC123452 102 0.000 PASS
NST SA PATH LOSS. 0o 2 00:00:14 SN:RWC123453 10.2 0.040 PASS
e — RX GAIN Low 3 00:00:15  SN:RWC123454 108 0.260
i RX GAIN WARNING TO 60 2] mir
MODULATION LORA ~
SEQ SF BW Pow ime  Dwell Data
NETWORK PUBLIC w |
SE SF7 v |
BW 125 w |
R 45 v |
TX POLARITY NORMAL w |
RX POLARITY NORMAL ~ |
PACKET |
PREAMBLE SIZE 8 2| Bvee
PACKET INTERVAL 0.05 = sec
REPEAT NUM 50 :
PAYLOAD SIZE 16 2 Byte ScALE [ 10+
PAYLOAD 32 CLEAR MSG
[ 00000000000000000000000000000001
SPY MESSAGE
| oL |
[ ocn rorrema o0 B | v SPY MISG (Max, 300 Lines) [rest

= 3 RWC2020A : NOT CONNECTED

Fig 3.52 Example test using 4 DUTs(N=50, Target PER=0.1)

ntrol DUT while test

RXGAINLOW

3.4.2 NST SG (Signal Generator)

Signal Generator is a function of transmitting the defined test waveform to DUT repeatedly. Three different
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modulations are provided: LoRa, FSK and CW.

PROJECT SETUP  UTILITY ABOUT FUNCTIONAL TEST - NST SG

REPORT PATH
ME
: O cmbeirs) @) o=
REATE REPORT OPEN REPORT o) |
DEFAULT NST MESSAGE
MFG e Time Dwell [
™POW 1300
NSTSG FREQ 900.000000
NST SA PATH LOSS oo
FUOTATEST oN
MODULATION LORA -
NETWORK PUBLIC -
sE SF7 -
BW 125 ~
* s -
TX POLARITY NORMAL -
PACKET
PREAMBLE SIZE 8
PACKET INTERVAL 005
REPEAT NUM 50
PAYLOAD SIZE 16
PAYLOAD 32
ox 00000000000000000000000000000001
SCALE |- |10 |+
CLEAR MISG
SPY MESSAGE
cear || save
View SPY MSG [Max. 300 Lines) frest Tl peen

[F= [ RWC2020A : NOT CONNECTED| [ DUT PORT st

Fig 3.53 NST SG parameters and report window

3.4.2.1 Protocol Parameters

MODULATION

This parameter defines the modulation type of Signal Generator; LoRa, FSK or CW.

DUT TYPE

This parameter defines the DUT type of Signal Generator; End_device, Gateway, Unknow. TX signal

polarity and CR value will be set automatically depends on DUT type.

NETWORK

This parameter indicates the type of LoRa network (synchronization word) to be used in LoRa

modulation.

This parameter defines the bandwidth of a LoRa test frame.
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This parameter defines the spreading factor of a LoRa test frame.

This parameter defines the coding rate of a LoRa test frame, which is applicable only when DUT_TYPE

is ‘GATEWAY".

PREAMBLE_SIZE

This parameter defines the preamble size of a LoRa test frame.

PAYLOAD_SIZE

This parameter defines the size of payload of LoRa test frame.

PAYLOAD

This parameter defines the content of payload in hexadecimal format.

FM_DEVIATION

This parameter defines the FM deviation value for FSK modulation.

DATA RATE

This parameter defines the data rate value for FSK modulation.

SYNC WORD_SIZE

This parameter defines the Sync word size for FSK modulation

SYNC WORD

This parameter defines the Sync word for FSK modulation

TX_POLARITY
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This parameter defines the TX signal polarity.

REPEAT_NUM

This parameter defines the number of transmission of a LoRa test frame.

INTERVAL

This parameter defines the time interval between consecutive LoRa test frames.

3.4.2.2 RF Parameters
X_POW

This parameter defines the output power of RWC5020x in dBm.

PATH_LOSS

User can set the path loss between RF port of RWC5020x and DUT RF port. RWC5020x’s real output

power will be increased by this value to compensate path loss.

FREQ

This parameter defines the frequency of RWC5020x.

SYSCLK OFFSET
This parameter defines the system clock frequency (32MHz) offset value in ppm. It modifies RF

frequency as well as LoRa modulation signal.

3.4.3 NST SA (Signal Analyzer)

Signal Analyzer is a function of analyzing LoRa frames received from DUT repeatedly.
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PROJECT SETUP  UTILITY ABOUT FUNCTIONAL TEST - NST SA
DUt REPORTPATH \DEM
OPEN REPORT | (5 .
NST MESSAGE
. RF SEQ SF BM  Pow Time Dwell [
FREQ 900.000000 = Wikz
Nerse PATH LOSS 0.0
NST SA RX GAIN Low
RX GAIN WARNING TO 60
FUOTATEST
o

MODULATION LORA v

NETWORK PUBLIC -

SF SFT v

BW 125 -

R CRC -

RX POLARITY NORMAL v

PREAMBLE SIZE 8 =] Byte

‘ POMER (dBm) Pmax 0 Pavg 0 Pmin 0
SCALE |- |10 |+
CLEAR MSG
SPY MESSAGE
CLEAR || SAVE
View SPY MSG (Max. 300 Lines) TS TR e
END DEVICE/ J[RWC2020A : NOT CONNECTED DUT PORT o1 DUT while test [l

Fig 3.54 NST SA parameters and report window

3.4.3.1 Protocol Parameters

MODULATION

This parameter defines the modulation type of Signal Analyzer; LoRa, FSK or CW.

DUT TYPE

This parameter defines the DUT type of Signal Analyzer; End_device, Gateway, Unknow. RX signal

polarity and CR value will be set automatically depends on DUT type.

NETWORK

This parameter indicates the type of LoRa network (synchronization word) to be used in LoRa

modulation.

This parameter defines the bandwidth of a LoRa test frame to receive.

This parameter defines the spreading factor of a LoRa test frame to receive. If this value is set as ANY,
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RWC5020x receives any kind of SF packets

DATA_RATE

This parameter defines the data rate value for FSK modulation.

SYNC WORD_SIZE

This parameter defines the Sync word size for FSK modulation

SYNC WORD

This parameter defines the Sync word for FSK modulation

RX_POLARITY

This parameter defines the RX signal polarity.

3.4.4 FUOTA Test

The application provides a special function for LoRaWAN FUOTA test. RWC5020x emulates gateway/FDS

and the application controls RWC5020x. The system block diagram is as follows

Secure Bootloader App Stack PC Application Software
User Application < User Application
Emuare Firmware Management Firmware Management
Update Agent
(FUA)

RWC5020 LoRaWAN Tester

Clock Clock
Mcast Frag S < Mcast Frag Sore
File Distribution Client (FDC) File Distribution Server (FDS)

Mcast Management

LoRaWAN < > LoRaWAN

End-Device (Dev) RedwoodComm Test System

Fig 3.55 RedwoodComm test system for FUOTA Test
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3.4.4.1 Test concept

Users can load the firmware binary file for FUOTA test. The application fragments, encodes, and transmits
binaries to RWC5020x. Fragmentation parameters as well as Multicast parameters are editable using this GUI.
The multicast function is optional. The clock Synchronization function will be performed automatically when

Multicast function is selected.

PROJECT SETUP UTILITY ABOUT

REPORT PATH
FILE NAME
TIME  Elapsed
o i) (@) e
LINK ANALYZER H FUNCTIONS ‘ vt Freuancy sraSF
DEFAULT | CONFIG
| oemur | conric | petacemn
i FUOTA PARAMETERS. i
CONFIG FRAGMENTATION @ - -2001 U 226 Datadown Bytel
NSTSG size 16 3| ne_Frag [15 ' )
. DESCR. 0Ox FFFFFFFF = @ - -200 U 226 Datadown Bytel
OPENBIN | D:\Sofewareblera_deme_v1170\ueta bin
FUOTA TEST ® - -201 U 226 Datadown Bytet
CONFIG MULTICAST
M GroupI e - -201 U 226 Datadown Bytel
McAddr  Ox FFFFFFFF 2| Mcinenal [e.1 =
McDR DRE_SF1284125 v McFreq [ses.100e |2 @ - -201 U 226 Datadown Bytel
MCKEY Dx‘ 32 digits --3D3taFragment: Ne52 Over 26, Frag_sizes16
DR2 3 9 125 -10.8 ----1 €033 1 @ @ - 201 U 226 Datadown Bytel
Ul @ 12 125 -29.2 1305 - ©80A 1 @ - © ©099 U 1646 Datalp Bytel
10 - @ @09 U 1646 Dataup Bytel
@ [] 1@ @ - -201 U 1155 Datadown Bytel
tatus
1@ - @ @201 U 1155 Datavp Bytel
SCALE | . 10 |+
CLEAR MSG
SPY MESSAGE
CLEAR || SAVE
View SPY MSG (Max. 300 Lines) I

[ RWC202 T CONNECTED DUT PORT

Fig 3.56 FUOTA test parameters and report window

3.4.4.2 Fragmentation Parameters
INDEX
This value identifies one of the 4 fragmentation sessions possible simultaneously. RWC supports only

one fragmentation at a time.

SIZE

This value is the size in byte of each fragment. The number of fragments will be calculated and

displayed automatically.

ALGORITHM
The LoRa Alliance proposes LDPC as a simple Forward Error Correction (FEC) code to be used for

fragmented transport of large binary files over LoRaWAN.
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DESCRIPTOR
This value is a freely allocated 4 byte field describing the file that is going to be transported through the

fragmentation session.

3.4.4.3 Multicast Parameters
OPTION

Select Unicast or Multicast method for FUOTA test.

Mc Key
Multicast Key value which will be distributed into the group of end-devices. The McAppSKey and

McNetSKey are derived from the group’s McKey.

Mc GrouplD
An end-device may support being part of several multicast group simultaneously. Therefore, all
multicast related command must always contain McGrouplD of the multicast group being affected.

RWC supports only one Multicast at a time.

Mc Addr

This value is the multicast group network address.

Mc Freq

This value is the frequency used for multicast.

Mc Addr

This value is the data rate used for multicast.

Mc Interval
This value is the interval between consecutive downlink messages within the multicast session to

transmit user binary data.

3.4.4.4 Test Procedures

The message sequence charts are shown below for Multicast Test and Unicast Test respectively.
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DUT Tester

]
I FragVersionReq

ClockSyncVersionReq

Check |
App Version

FragVerionAns

ClockSyncVerionAns

MulticastVersionReg

|

MulticastVerionAns

ForceDeviceResyncReq

Synchronize AppTimeReq

=351
Clock AppTimeAns

MulticastGroupSetupReg

Setup MulticastGroupSetupAns _
Multicast Group FragSetupReq
& Fragment i€ FragSetupAns
Start ” MulticastClassCSessionReq

: MulticastClassCSessi
Class C Session ssionAns

DataFragment (1)

Transfer DataFragment (2)
Fragmented Data
(Class C Session)

H N binary data
. N parity check
)

DataFragment (2*

MulticastGroupDeleteReq
Delete MulticastGroupDeleteAns
Multicast Group FragDeleteReg
& Fragment FragDeleteAns

Fig 3.57 Multicast Test Procedure

3.5 Utilities

It consists of 3 utility functions: DUT Control, Tester(RWC5020x) Control, and Screen capture. You can find them on UTILITY

menu tab at the top of the application.

DUT Control
RWC5020% Control

Screen Capture

Fig 3.58 Utility menus
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3.5.1 DUT Control

DUT Control

RWC5020x% Control

Screen Capture

Fig 3.59 DUT control menu

This function is a simple terminal tool. It helps users control DUTs through RS232 using string command. Users can

transmit DUT control commands all by one click or line-by-line.

3.5.1.1 How to Use

You can type your own remote control commands and click @3 " then it will transmit commands to
RWC5020x sequentially. Users can use a special command SLEEP which lets PC wait for transmitting for the
specified duration of time. The parameter of SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC wait

for 1000ms.

DUT CONTROLLER (<]
023 run USER CMD PORT
|u:\:.m.~e\uisu1_m_mu_mm_m |-I5A\.|'E=' [LDAD ||'CLEAR || VERIFY
LRW 4B @
LRW 4B 1
LRW 48 2
LRW 32 &
LRW 35 @
LRW 35 1
LRW 37 B
LRW 38 otaa
LRW 31 alb2c3
cnf 1
Cmd [LRW 4B 8 1 : SENDCMD
LINE BY LINE

Fig 3.60 Sending commands of DUT Control function
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3.5.1.2 Verify Commands
Clicking will verify the commands on editor. Verifying criteria is based on the loaded user
commands. Verified commands will be colored. The blue colored commands are user commands, and the grey

colored ones are not user commands.

3.5.1.3 Transmission Methods
Clicking €3 ~ov il start transmitting commands. Transmitting commands will be stopped when you click

05 | or once all commands are transmitted. Clicking will transmit the selected command.
Clicking will transmit listed commands line by line.

3.5.2 RW(C5020x Control

- E.

DUT Control
| RWC5020x Control |

Screen Capture

Fig 3.61 RWC5020x control menu

This function is a simple terminal tool. It helps users control RWC5020x through LAN using string command. Users

can transmit RWC5020x remote commands all by one click or line-by-line.

3.5.2.1 How to Use
Clicking €23 ~ov il start transmitting commands on command window sequentially. Users can use a
special command SLEEP, which will make the PC wait until the next command transmission is ordered. The

parameter of SLEEP is time in millisecond unit, e.g., SLEEP 1000 makes PC wait for 1000ms.

3.5.2.2 Template

Template functions will fill the commands window with ready-made commands sequence as an example.
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RWC5020x CONTROLLER [
[Load Control Template]

R<CONF:NST:TX:MODE LORA -~
R<READ:NST:TX:MODE?

SLEEF 5@@
R<CONF:NST:TX:INTERVAL ©.2
R<READ:NST:TX:INTERVAL?

SLEEF 5@@

R<CONFINSTITAIBW 125
R<READ:NST:TX:BW?

SLEEF 5@@

R<CONF:NST:TX:5F SF7
R<READ:NST:TX:5F?

SLEEP 58@

R<CONF:NST:TX:CR 4_5
R<READ:NST:TX:CR?

SLEEF 5@@
R<CONF:NST:TX:PREAMBLE_SIZE 2
R<READ:NST:TX:PREAMBLE_SIZE?
SLEEF 5@@
R<CONF:NST:TX:PAYLOAD_TYPE PRES
R<READ:NST:TX:PAYLOAD_TYPE?
SLEEF 5@@
R<CONFINST:TXIPAYLOAD SIZE 16
R<READ:NST:TX:PAYLOAD_SIZE?
SLEEF 5@@
R<CONF:NST:TXIPAYLOAD @x123456789ABCDEF123456789ABCDEF
R<READ:NST:TX:PAYLOAD?

SLEEP 58@
R<CONF:NST:TX:REPEAT_NUM 188
R<READ:NST:TX:REPEAT_NUM?
SLEEF 5@@

R<EXEC:NST:TX:RUN

SLEEF 15288
R<EXEC:NST:TX:STOP

W

Cmd [R<CONF:TESTER_MODE NST_TX 1= SEND CMD

LINE BY LINE

Fig 3.62 Sending commands of RWC5020x Control window

3.5.2.3 Sending commands
Clicking | &3 " | will start transmitting commands. Transmitting commands will be stopped if you click

0 5» | or once all commands are transmitted. Clicking will transmit the selected command.
Clicking will transmit the listed commands line by line increasing the command number.

3.5.3 Screen Capture

- EI.

DUT Control
RWCS5020x% Control
Screen Capture

Fig 3.63 Screen capture menu

@] GETmMASE |\l capture and show the current screen of the connected RWC5020x and save it as a

Clicking
bmp file. If you click one of the listed-up files on list window, the selected bmp file will be shown on image window.

It will be enabled with RWC5020A and B but not with RWC5020M.
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SCREEN CAPTURE

FUNCTION

Link
Analyze

Link
Analyzer

12 125 -30.0
12 125 -30.0
12 125 -30.0
12 125 -30.0
12 125 -30.0
12 125 -300
12 125 -300
12 125 -300
12 125 -30.0
12 125 -300

= - 1482 Join-request

! ! ~— ||| Power
e - 1482 Join-request
| < Power Time

e - 1482 Join-request Measure

i 1482 Join-request £ TIME

e - 1482 Join-requast —
e - 1482 Join-request Receiver
- - 1482 Join-request Sensitivity Meas
e+ 1482 Join-requast — || Sens
|~ - 1482 Joinrequest

Power
Chann

RERBRERARE

Fn2

MAC_SEND

CAPTURED IMAGE LIST  24files

demo_282@-81-31_13 31_42.bmp A
demo_282@-81-31_13 31_51.bmp
demo_282e-81-31_13 32_12.bmp
demo_2828-81-31_13 33_49.bmp
demo_282@-82-87_13_29_52.bmp
demo_2828-82-87_13_31_11.bmp
demo_2828-82-87_13_31_21.bmp
demo_2828-82-87_13_31_48.bmp
demo_282@-82-87_13_32_@9.bmp
demo_2828-82-18 14 @5_46.bmp
demo_282@-82-18_14 @5_18.bmp
demo_282@-83-18_89_58_48.bmp
demo_2828-83-18_18%_4&_47.bmp

Fig 3.64 Capturing the screen image of RWC5020A/B
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IV. Report Functions

This chapter explains how to handle test reports for various kinds of test results. With report functions, users
can see report messages while they test, create a report file after the test is finished and open it whenever

users want to.
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4.1 Report File Manager
4.1.1 Creating Report
Clicking | [EFEAEREPORT |\t oen the save file window. You can change file name and save the result document.

The result file will be saved as a word document. [Etffeare reporT will be enabled on Certification and Performance

tab.

I <« Local Disk (C) » RWC50204 » (VN JY Search RWC50204 pel
Organize = MNew folder == - o
$SysReset ~ Name Date modified Type ~
Brother Apphote 3/21/2018 AM 11:10  File folde
Intel lora_demo 3/22/2018 AM 11:14  File folde
Keil_v5 manual 3/21/2018 AM 11:10 File folde
MSOCache [] lora_dema.prj 3/22/2018PM 2:06  PRJFile
OneDriveTemp & per.bmp 3/22/2018PM 425 BMP File
& pow. 3/22/2018 PM 4:25 i
PerLogs |4 pow.bmp 22/2018 PM 4:2 BMP File
o ] & pow2.bmp 3/22/2018PM 425 BMP File
rogram Files 5] rwes020.ini 322/2018PM 3:28  Configun
g
Program Files { %] RWC5020A PC APP Release Note pdf 320/2018PM 2:49  Foxit Rea
ProgramData Zn RWCS020A_App.exe 3/22/2018 AM 11:17  Applicatii v
RWC50208 ¥ < >
File name:
Save as type: ~
+ Hide Folders Cancel

Fig 4.1 Creation of Test Report File

A Special report option will appear when NON-REGRESS test tab is selected.

@ w.r.t. Frequency I::;I wirt. 5F
I:::I wi.r.t. Frequency and 5F

Fig 4.2 Report option menu for NON-REGRESS test
@ wrc Frequency Al NON-REGRESS test report will be created with respect to the tested frequency
(® wrrSF Al NON-REGRESS test report will be created with respect to the tested Spreading Factor

® vert. FrequencyandSF A1 NON-REGRESS test report will be created with respect to both tested frequency and SF

After creating a report file, it will open automatically
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. e —— PERFORMANCE TEST SUMMARY
[ LoRa Performance Test Report ] i~ '
TR I T WD T AR
3 Wi | wep | wew | Veger | wew | Ceeses | veos |
SENSITIVITY & POWER TEST RESULT :
PR T R T
[ T T T T B T )
=
Tastid Meadid Marme DEMO_V1ZH =
Tauted Decw Ma=e EDT_PERF_ELIZEE
Tast Eqai prrvemt RWCEQTIM =
Tt Bagis Dase HPON506 11:03:51 AN TA POWTE KL TRITETE T
Tast Fintids Dt 2005416 11049:38 AM row Toe Tow Towm Tow Towr Tew Tow T o K
Teta| Tastend Timi 002632 =1 T 1 T T T 1 i
| T T | T | |
G
bl | I I I I I I
T a
T HE| I I I I I I
L
i EE| I I I I I I
G
- HEN| I I I I I I
L =
O HEN| I I I I I I
L =
y LE T T I T I I
L
— = ' PERFORMANCE TEST RESULT [EDT PERF EUBGE] .

- i 40 J’ 4 5 s
=z i i 2 [ wwew e e 1

T PO T OF EECE L L

e om

4.3 Created Report file (.doc)

4.1.2 How to Open the Saved Report File

{72 OPEN REPORT

Clicking will open a REPORT LIST window. Double clicking on a file name will open the selected file.
The reading tool is Microsoft Word installed on your PC. This list window will show only the files existing on the

same directory of DUT.

REPORT LIST [
ST_CERTIFICATION_EU_TEST_RESULT.doc

ST_MICRON_CERTIFICATION_AS_TEST_RESULT.doc
ST_MICRON_CERTIFICATION_EU_TEST_RESULT doc
ST_MICRON_PERFORMANCE_TEST_RESULT.doc
ST_MICRON_PERFORMANCE _TEST_RESULT2 doc

Fig 4.4 The List of test report files
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Headquarter
#14008, OfficeSection Bldg, SK M-city, 195, Baengma-ro, llsandong-gu, Goyang-si, Gyeonggi-do, Korea
+82-70-7727-7011

Canada Branch
Suite 201, 132 15th Street West, North Vancouver, BC V7M 1R5, Canada
+1-640-770-2688

E-mail sales@RedwoodComm.com
Webpage http://RedwoodComm.com/
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